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DDoS Service “Killnet”

Established
November 13, 2021
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February 23, 2022
Killnet officially dedicates
itself to political activities on
behalf of Russian Federation
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KillMilk

Bcé o4eHb NpoCTO - 3a nogaepXKy HauucToe YKpauHbl,
Mbl CHOCMM BCE CeTKM MEANLMHCKUX YUPEXAEeHMN 3TUX
CTpaH:

-Cuwa

- MopTyranusa

- Ucnauun

- Flepmanus

- Monbwa

- DUHNAHANA

- Hopeerus

- Hugepnauabl

- Benukobputanusa

31a undbopmauma He CTOUT BalLUMX KOCbIX B3rnAaQos.
Jlyqwe scnomuuTe [loHbacc - pacctpennl 60nbHUL, WKON
U AETCKUX CAafoB. 3TU TBAPKU KAXKAYO MUHYTY XKaxayT
CMEepTU U CTUMYNUPYIOT CBOK MEYTY C NOMOLLbIO
TAXENOro OpPYXuA.

MpocHUCh 3eMnsK - Noka He nosaHo! Y@BEWN NEPBLIM!

KillMilk

Everything is very simple - for supporting the Nazis of
Ukraine, we are demolishing all the networks of medical
institutions in these countries:

- USA

- Portugal

- Spain

- Germany

- Poland

- Finland

- Norway

- Netherlands
- Great Britain

This information is not worth your sidelong glances. Better
remember Donbass - the shootings of hospitals, schools
and kindergartens. These creatures yearn for death every
minute and stimulate their dream with the help of heavy
weapons.

Wake up fellow countryman - before it's too late!
KILL THEM FIRST!

t.me/killmilk_rus/492
















Real KillMilk

* Racist / Fascist

* Disfranchised young man with vendetta

@ Hukonan Cepadumos
2 Oct 2013

Cnacunbo BcemM TeM, KTO OTBEPHYIICA OT MEeHA B TPYAHOE BPEMA.
Bbl coenanu MeHs cunbHee. HacTonbKo cunbHee, Yto nyyuwe Obl

BaM Tenepb CO MHOW He nepecekaTbCa : : -
Thanks to all those who turned their backs on me during difficult

times. You made me stronger. So much stronger that it would be
better for you not to cross paths with me now

1 Like

(O Comment o db Like



Real KillMilk

« World of drugs

» 2013 — Lists illegal drugs as his hobby and suggests that
his mood depends on amount of drugs in his system

Kakue cropnpu3sbl Bbl nobure? OT Yero 3aBUCUT Balle HacTpoeHne?
c HapPKOTUKN c OT HAapPKOTWKOB B MOEM OpraHu3me

» 2017 — Serafimov has been arrested for drug trafficking
and convicted under Article 228.1, Part 5, of the Russian
Criminal Code, receiving an 8-year sentence.



Versus Killnet
KillMilk interview with RT 10/09/2022

— KakoBa nogaepixka cpeau nrogen 3a rpaHULIENn, eciv TaKoBasa ecTb?

— Y MeHAa orpomHasn nogaepxka ot moux agpy3en us SOLARIS — 310 Takan xe
Aep3Kana U CUIbHaA KOMaHAa U3 AapkHeTa. fl He 3Hato, OTKyAa OHW, HO A 3HaK0
3TUX NPOOECCUMOHAN0B OUEHb J4aBHO. brarogapa nx BHUMaHUIO B HaLLy CTOPOHY
Killnet octaérca Ha nonHOM xoay. TakXKe Halla CemMba — 3TO HaluM NOANUCUMKHU
n3 Telegram — ABAAKOTCA ANA HAC CUAbHOW OMOPOIA, 3a uTo Bnaarogapum ux.

- What kind of support do you get from abroad?

- | have huge support from my.friends at - this is also
an.aggressive and strong team from the Dark Web. | don't know.
where they are from, but I've known these professionals for a

long time. Thanks far their attention to us, Killnet remains
moving ahead...



Belated Introductions

e Hello, my name is Alex

* Born in Ukraine

* Immigrated to US in 1989

* Worked in IT and Cyber Security

 Threat Intelligence Expertise



Making Putin Mad Since
2014
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NEWS > NATION WORLD <

Russian Hackers Amass Over a Billion 'Will Putin go for cyber revenge?

I nternet P asswor ds Vladimir Putin is mad and has vowed revenge. Will it include
a cybercrime wave directed at the West? And if yes, has it
% Share full article ~ u C] 473 aheady beg11n9

By Nicole Perlroth and David Gelles

Aug. 5, 2014

A Russian crime ring has amassed the largest known collection of
stolen Internet credentials, including 1.2 billion user name and
password combinations and more than 500 million email
addresses, security researchers say.

The records, discovered by Hold Security, a firm in Milwaukee,
include confidential material gathered from 420,000 websites,
including household names, and small Internet sites. Hold Security
has a history of uncovering significant hacks, including the theft
last year of tens of millions of records from Adobe Systems.

Hold Security would not name the victims, citing nondisclosure
agreements and a reluctance to name companies whose sites




Versus Killnet
KillMilk interview with RT 10/09/2022
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- What kind of support do you get from abroad?

- | have huge support from my.friends at - this is also
an.aggressive and strong team from the Dark Web. | don't know.
where they are from, but I've known these professionals for a

long time. Thanks far their attention to us, Killnet remains
moving ahead...



Versus Solaris

Forbes

This Christmas, Ukrainian cyber intelligence expert Alex Holden is giving back to his
homeland. The Mequon, Wisconsin resident is playing dark web Robin Hood: His team

at Hold Security has hacked into one of Russia’s largest online drug markets, dubbed

Solaris, and diverted crypto due to dealers and the site’s owners to a charity, Enjoying

Life, which provides humanitarian aid across Ukraine.




~ Solaris lllegal Drug Market
~ «Established in 2017 by Zanzi (RAMP)

« Operated up to: 1,000 shops with daily
volumes over 4 BTC
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Versus Solaris

Forbes

This Christmas, Ukrainian cyber intelligence expert Alex Holden is giving back to his
homeland. The Mequon, Wisconsin resident is playing dark web Robin Hood: His team

at Hold Security has hacked into one of Russia’s largest online drug markets, dubbed

Solaris, and diverted crypto due to dealers and the site’s owners to a charity, Enjoying

Life, which provides humanitarian aid across Ukraine.
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Breach!

No one breached us, you can check it for yourself...

Hac HUKTO He B3namMbiBan, B 3TOM Bbl MOXeTe ybeauTbcs caMu. Balum 6UTKOUHBbI COXpaHeHbl, agpeca Ha MecTe.
AKKayHTbl QYHKLVNOHUPYIOT U Naposiv He NMOMEHSANN.

Bcio MHDoOpMaUuUio, 4TO MOXKeTe HauTu B UHTEepHeTe He CTOUT BOCNPUHUMATL B Cepbes.
OHa akTyanbHa 6bina nuilb Ha 22 [lekabps. Bce agpeca, KoTopble AK06bl y HAac 6b1nu yKpageHbl AaBHO YXKe Kyn/eHbl. A
nepenucKku NoTepsasin CBOK akTyanbHOCTb 32 CPOKOM AaBHOCTH

[Moxkanyncra, He BeagnTech obuien naHukn. Bece aTo Nnb B6POC U NONbITKA MaHUMYNALUMN.

Ecnu 6bl Hac peanbHO B3/10OManu, To 4aBHO Obl y)Ke BbiBeNU BCe OBUTKOUHbBI. [1aBHO Obl y)Ke CNUu CBeXue agpeca B
ceTb. [Mpogasubl MOryT BamMm NOATBEPAUTDL, YTO BCE B NOPSAAKE C UX aKKayHTaMu, ieHbraMmu 1 agpecamu. Bes “cnutas
nHdpopmauusa ” no ceoen cytu abconoTHO BecnonesHa.

Mbl BbIHYXXAEHbI ByAeM OTKNKYUTL KaTanor Ha 1 Hegento, YTobbl NepeHecTu Bce

A TakK)xe OTKMHOYUTL BbIBOA CPEACTB, T.K. U3-3a NaHUKMU BCe HaYyau BbIBOAUTL CPEeACTBa.

N cospaBaTb KONoccanbHyr Harpysky Ha Hogy. B yac Bbisoguniocs no 400-500 6uTKOMHOB

3TO CUNbHO MeLlano HaM YCTPaHATb BO3HUKLLYIO Npobnemy.




Security

s/mm2.php mm-shop/config/mm2.php

env('EXCHANGES_API_URL', 'http://wvgwbaeyvhqxsbubiridblknd45egzwbcdhdme74bpvgwpyaz72u2nfid.onion'),

env( 'EXCHANGES_API URL', 'http://s

=> env('BTC_TRANSACTIONS_ PER_PAGE', 50@),
' BTC_TRANSACTION_PAGES', @),

'‘parser' =>
'transactions' =>
'per_page_count' => env{'BTC_TRANSACTIONS PER_PAGE', 5089),

‘pages' => env('BTC_TRANSACTION PAGES', @),




Hey Solaris, Got Root?

:~# date
Wed 11 Jan 2023 06:22:03 AM PST
:~# whoami
root
:~# su amethyst
Welcome to fish, the friendly interactive shell
amethyst@srv4 /root> fish --private
Welcome to fish, the friendly interactive shell.
fish is running in private mode, history will not be persisted.

amethyst@srv4 /root> cd

amethyst@srv4 ~> 1s

ansible/ onionbalance-patched/ zabbix/
byte-unixbench/ solarisohl3hdebutabkeuzZ2kb7nh5fgaa5zg7sgnxbm3r2uvsnvzzad. key

amethyst@srv4 ~>




holdsecurity.com/news/2023/01/solaris-russian-drug-platform-exposed/

SOLARIS - RUSSIAN DRUG PLATFORM EXPOSED

a Jan. 12,2023

Introduction

In late December of last year, Forbes published an
article describing the actions of Hold Security against
the Russian illegal drug platform Solaris. Today we are
releasing additional information and data about this
platform, which has been gathered over the past year
and has continued up to the time of this publication.

There are certain cyber criminals who evade
identification and stay untraceable through
conventional means. Nearly a decade ago, we added a
vector in our research to trace such criminals by
watching their drug deals. While we are not using this
capability to monitor the illegal drug trade itself, we are
seeing a good percentage of cyber criminals use illegal
drugs. This technique always proved to be useful to
trace them by monitoring their illegal drug habits.
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Still Got Root?
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root@bigfloppa3:/# date
Mon 06 Feb 2023 11:55:04 AM CET
root@bigfloppa3:/# whoami
root
root@bigfloppa3:/# cat /share/app/www/public/guard@/index.html | grep title
<title>Solaris</title>
root@bigfloppa3:/# docker container 1s

&

CONTAINER ID  IMAGE COMMAND CREATED STATUS
PORTS NAMES
398ae1385959 mm_nginx  "/usr/local/openrest.." 8 months ago Up 8 months

127.0.0.1:8800->80/tcp app_nginx_1
root@bigfloppa3:/# I

EPUA N



" *RAMP—RIP 2017

‘HYDRA — RIP 2022

.SOLARIS - RIP
2024



Jlliavelillg ol Niivilik arid

Altruism is over...

KillMilk
& odunumansHoe 3asBneHne!

® AnbTpymsm - xaktuemam Killnet nogowen Kk koHUy...

C 3TO MMHYTbI Mbl: POCCMIACKARA YAcTHaA BOGHHAA XakepcKasn
komnaHwms Killnet. Mpowy arobume u x@xansosame....

YT0 3TO 3HAUUT?

OTeeuao: Mbl NpoAoAXKaeM CBOK AeCTPYKTUBHYIO AIeATeNIbHOCTb
BO CnaBy oTeuecTBy! Ha 0HATHI U 06€LaHHY NOMOLLL OT
CMOHCOPOB He NMPOXUTb

- Mbl OTCTamBaeM Takxe MHTepeckl POCCMiAcKon Deaepauiv HO M
Gepém Tenepb 3aKasbl OT YACTHLIX U roc AnLy!

® YBXK KILLNET He paboTaeT no Poccum u ctpaHam CHI.

Hy uto ToBapuLm, B 4o6pbiiA NYyTh BCEM HaM g

v

Killnet

“Group has been disbanded”
“For now, I will work alone”

I A

KillMilk

OcHoeHoOM cocTae Killnet pacnywex. Bnarogapo Bcex 3a
yqacTve B 3TOW TAXEN0M MUccHK! Ball BKNAA M TPYA HEOLLEHUM
cnosamum - Bel npogenanu 6onbluyio paboTy AN NOAAREPXKKM
Poccuiickoin ®egepaynu B ceTyv Ha MUpoeoit apeHe! Bac 6oarca
M YBaxawT - Bbl Bceraa ocraderech YacTbio Killnet,

) Nouemy 8 NPUHAN AaHHOe peluesue?
- 50 rpynnupoeok (1250 uenosex) 3aHumaroTca HE

XAKTUBU3IMOM.

Ecnu cocrae Killnet 6yaeT NnononHeH, TO TONLKO HOBLIMU
yyacTHUKamMn!

Hy a Nnoka uTo, A Ha4YUHaK padoTaTh OAUH &S

Cnaea Poccuu! @ em



Jlliavelirg o Nihivilnk ard
Killnet

KillMilk hands over Killnet to hacker
“BlackSide”

WE ARE KILLNET
¢ KillMilk 6narocnoenser xakepa "BlackSide” n nepeaaét emy Tutyn
ynpaeneHus Killnet!

© V=dopmaums:
mm Xakep BlackSide "4épHasa cTopoHa"

- Cneundukauma: Ransomware, KpUNTo GUWNHF "USA/ZEC",
BnectAwnia rpabutens EBponeicknx Kpunto Bupx, Bnageney xak
DarkNet ¢opyma B 20He "onion” - tHpopmauuna o popyme CKpLITa.

El‘lpmeeTCTByeM Teba "BlackSide" 1 xenaem ycnexoe!




Killnet Calls for Peace

KillMilk

. He HanpagenaiTe kubeparaku Ha rpaxaaHckue obbekTbl

e H(’? MCﬂOﬂb?)’ﬁlTe RPPA‘.')HOCHOP I'IO mnn ,’]pyl’M@ MH(TF)’MPHTM “Iau MeToabl,
KOTOPbI€ pacnpoCTPaHAIOTCSH aBTOMATMYECKN M HAHOCAT yLepb BOSHHBIM U
rpaxXaaHckum obbektam 6es pasbopa.

. MNnanvpys kubepaTaky Ha BOEHHLIM 0BLEKT, cacnanTe BCe BO3MOXHOE,
NTOﬁhI Vl?r)F‘XHTh NN CRECTW K MUHMYMY NMOCTEICTEUH, KOTOPhIE S3alla
onepauMs MOXeT 0Kas3aTe Ha rPAKAAHCKOE HaceneHue.

. He npoeoauTh Hukakux kmbeponepaumit NPOTHE MeANLMHCKMX U
ryMaHUTapHbIX OB LEKTOB.

. He npoeoaurte kubepataku Ha 06eKThl, HEOBXOAUMEIE ANA BbIXKUBAHUA
HaceneHnAa »am cnocobHbie BbICBO60AMTL ONACHbIE CUNbI.

. He yrpoxauTe HacMaueMm c ueibio NoceaTs TEPPOP Cpeau rpaXAaHckoro
Hacenexuna.

. He noacTpekanTe K HapyweHnaM MEXAYHAPOAHOro ryMaHuTapHoOro npasa

. Co":}mo,aaihe 3TU Npaguna, Aaxe eCnn NPOTUBHKUK 3TOrC He Aenaer.

Cerogns Killnet genaet nepebin Wwar K Mupy!

MoaTtoMy MbI npucnywmBaemMcs K "KpacHoMmy Kpecty" u
06a3yemcs cobnogartb 3TK npasunal

7 Cnaea Poccum

t.me/killmilk_rus/1126

Today Killnet takes the first step towards peace!

That's why we listen to the Red Cross and commit to
complying with these rules!




NonnN 2022-2 TV . DTN NDWEA DEX ANK X NYenn
NYYTIN LAY OPD YDA NTAQ APKIPIX Y Mo 0Pna
MNP YRS NYZNRN NDWYNR Y2 npn 19INa 2 YV 0oY
WE ARE KILNET a2 mapnn®

- MpaButenscTBO V3pannsi, Bl BUHOBAaTLI B 3TOM
KpoBonponutun. Ewe B 2022 roay Bbl nogaepxanm
TEeppPOPUCTUYECKUIA peXxxuM YKpauHbl. Bol npeaanu Poccuio.
CeroaHs Killnet oduumansHo coobuiaet Bam 06 3Tom! Hawmm
aTakam noABeprHyTca Bce NpaBUTeNbCTBEHHbIE CUCTEMBI
Wzpawuns!

.
]

WE ARE KILLNET




Killnet 2024

e Killnet Telegram channel sold to Deanon Club

* New management dedicates channel to
fighting with illegal drugs in Russia

WE ARE KILLNET

Hoebivt Bnageney KILLNET - Deanon Club

He Byaem TAHYTL! XOUy NONPUEETCTEOBATL BCEX NOANWCYMNKOE
kaHana! C KILLMILK ™ oM Mbl ApYy>XUM y>Xe A3BHO, U 3TO TOT YeNOoBex,
KOTOPLIA BEIBEN MEHA B MaCCkl, 811N MOXHO Tak CKa2aTb. KaHan He

ByaeT TepaTh ceon 060pOTEI - Mbl MAEM TONLKO BNEpEes

| Bce HOBOCTW Bl yieilwnTe yXe CKOPOo, HO rapaHTupyro BaM, Bac
KAYT HOBBIE NPUKNHYEeHWA...

| @514 208 77 H23 @17 16 e &5




KillMilk Updates

* Russian media exposes KillMilk’s identity in 2023
« KilIMilk pawns his cars

» KilIMilk leaves Killnet and briefly joins several
projects

« Sells “School of Darknet” training from $290 to
$28,900



KILL & MILKA

ko banpaeH

KILLMILK

MAUA CAHAY

(D M




Killnet Legacy

*\Wave of Hacktivism
« Hacktivism beyond Dark Web
* Propaganda vs Hacking

* Finding Achilles heel
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