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What is ‘edge infrastructure’?

Marketing buzzword? Yeah, maybe…

We are referring to internet exposed appliances, that are of interest
to cyber threat actors.

For the purposes of this presentation, the following 
infrastructure is specifically addressed:

Network-Perimeter (Router, Firewalls etc.)

Virtual Desktop Environments

Asset Management
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• Compromise of edge infrastructure allows easy, yet difficult 
to detect access to internal resources for threat actors

Edge devices, the perfect target
- Attacker’s perspective

• Most edge devices lack basic exploit mitigations and 
monitoring mechanisms

• Appliances are extremely volatile, forensic investigations can 
be very challenging and time-consuming.

• OS and software of edge devices are often very outdated

Ivanti Connect Secure (VPN):

https://thehackernews.com/2024/02/ivanti-pulse-secure-
found-using-11-year.html
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Edge devices, the imperfect target
- Defender’s perspective

https://forums.ivanti.com/s/article/KB-CVE-2023-46805-Authentication-
Bypass-CVE-2024-21887-Command-Injection-for-Ivanti-Connect-
Secure-and-Ivanti-Policy-Secure-Gateways

Please run the Integrity Check

OK (trust me)

I’m not compromised (trust 
me, I checked the hashes)

• Usually no direct filesystem access

• Some vendors encrypt data at rest, 
OS resides in memory

• Most vendors do not allow OS shell 
access à Challenge-Response-Shells

• Dumping memory is therefore pretty 
difficult, some vendors use proprietary, 
encrypted formats

• “Trust-me-Bro“ Integrity Checking Tools
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Harry Potter and the Perpetual Initial Access 
Vectors
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Case 01

Cisco IOS XE

Living on the Edge

Evicting threat actors from perimeter appliances

29.08.2025
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Backstory
Cisco IOS XE – Late 2023
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Scope / Attack surface
Cisco IOS XE

Routers Wireless
Equipment

Switches

Multiple active Cisco product lines run on IOS XE à Enormous attack surface

Precondition: Management Interface had to be internet-exposed 

Implant V2 Implant V3
etc.

Exploitation was initially limited to specific targets; the TA later opted to start 
internet-wide exploitation to “muddy the waters”
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Log and Traffic Analysis
Cisco IOS XE
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Log and Traffic Analysis
Cisco IOS XE
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https://www.horizon3.ai/cisco-ios-xe-
cve-2023-20198-deep-dive-and-poc/

Authentication Bypass (CVE-2023-20198)
Cisco IOS XE

https://www.horizon3.ai/cisco-ios-xe-cve-2023-20198-deep-dive-and-poc/
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https://blog.leakix.net/2023/10/cisco-root-privesc/

V16

V17

Command Injection (CVE-2023-20273)
Cisco IOS XE

https://blog.leakix.net/2023/10/cisco-root-privesc/
https://blog.leakix.net/2023/10/cisco-root-privesc/
https://blog.leakix.net/2023/10/cisco-root-privesc/
https://blog.leakix.net/2023/10/cisco-root-privesc/
https://blog.leakix.net/2023/10/cisco-root-privesc/


14

SI Falcon Team: BOULDERDROP | Talos: BadCandy

Cisco IOS XE
Implant
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SI Falcon Team: BOULDERDROP | Talos: BadCandy

Cisco IOS XE
Implant
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As it turns out…

Coyote overlaps partially 
with activity attributed to Salt 
Typhoon

https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf

aka Salt Typhoon ?

Attribution & Recent Intrusions

https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html

https://go.recordedfuture.com/hubfs/reports/cta-cn-2025-0213.pdf
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https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
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As it turns out…

Coyote overlaps partially 
with activity attributed to Salt 
Typhoon

aka Salt Typhoon ?

Attribution & Recent Intrusions

https://media.defense.gov/2025/Aug/22/2003786665/-1/-1/0/CSA_COUNTERING_CHINA_STATE_ACTORS_COMPROMISE_OF_NETWORKS.PDF
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Case 02

Ivanti EPMM

Living on the Edge

Evicting threat actors from perimeter appliances

29.08.2025
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Scope / Attack surface
Ivanti EPMM

EPMM = Endpoint Management Mobile (formerly MobileIron)
RHEL Base OS

EPMM manages mobile device configs, e.g. Android, iOS phones
and integrates with e.g. Microsoft 365 online services
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Timeline
Ivanti EPMM

13.05.2025

Advisory 
published by 

Ivanti

15.05.2025 ~2PM UTC

Exploit PoC is 
published

15.05.2025
~3PM UTC

First exploitation attempts 
logged on customer 

appliance

05.06.2025

„Whoops, we forgot 
to patch…“

https://labs.watchtowr.com/expression-
payloads-meet-mayhem-cve-2025-4427-and-

cve-2025-4428/
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What happens if you don‘t patch in time?
Ivanti EPMM > new-ish vulnerability?> Check unpatched appliance > 80+unique_exploit_payloads.jpg



22

Investigating compromised appliances
Ivanti EPMM

OS-level service shell sessions via the console are restricted to 30 
minutes each

Boot-Disk is not encrypted à Offline investigation is possible

Logs can be collected with the Unix Artifact Collector (UAC)

• /mi/files/logging/ à user-action logs show EPMM 
configuration changes (correlate with httpd/tomcat logs)

Shoutout to the colleagues over at Profero: 
https://profero.io/blog/ivanti-epmm-attacks

Primary artifacts: 

• /var/log/httpd and /var/log/tomcat à exploitation 
attempts

https://profero.io/blog/ivanti-epmm-attacks
https://profero.io/blog/ivanti-epmm-attacks
https://profero.io/blog/ivanti-epmm-attacks
https://profero.io/blog/ivanti-epmm-attacks
https://profero.io/blog/ivanti-epmm-attacks
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Recent-ish Intrusions
Ivanti EPMM
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Case 03

Citrix Netscaler ADC

Living on the Edge

Evicting threat actors from perimeter appliances

29.08.2025
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Remote Code Execution

Citrix Netscaler ADC
Major vulnerabilities overview

Memory Read

N
ew

O
ld

CVE-2023-4966
aka. CitrixBleed

Leak of sensitive memory

CVE-2025-5777
aka. CitrixBleed 2

Leak of sensitive memory

CVE-2023-3519
No cool name* :(

Unauthenticated remote code execution

CVE-2019-19781
aka. Shitrix

Directory Traversal to Remote Code 
Execution

* ChatGPT suggests „CitrixShellBreaker“

Memory Read Remote Code Execution

O
ld

N
ew
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Citrix Netscaler ADC
Major vulnerabilities timelines

Remote Code ExecutionMemory Read

N
ew

O
ld

17.06.2025

Security Bulletin released
By Citrixc8

23.06.2025

First exploitation 
observed by greynosec9

06.07.2025

PoC Releasec10

08.07.2023

Mass exploitation startsc11

End of August 2023

First observed 
exploitations by then 

unknown Vulnc1

10.10.2023

Security Bulletin released
By Citrixc2

23.10.2023

PoC Releasec3

25.10.2023

Mass exploitation startsc4

17.12.2019

Security Bulletin released
By Citrixc5

09.01.2020

First Exploitation 
observedc6

10.01.2020

PoC Releasec7

11.01.2020

Mass exploitation startsc7

June 2023

First exploitation 
observedc12

18.07.2023

Security Bulletin released 
by Citrixc13

21.07.2023

Poc releasec14

28.07.2023

Mass Exploitation 
startsc15
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Citrix Netscaler ADC
Major vulnerabilities

Remote Code ExecutionMemory Read

N
ew

O
ld

Used as 0-day? Yes
Time from Bulletin to exploitation: 15 days
Time from PoC to mass exploitation: 2 days

Used as 0-day? No
Time from Bulletin to exploitation: 6 days
Time from PoC to mass exploitation: 2 days

Used as 0-day? Yes
Time from Bulletin to exploitation: 12 days
Time from PoC to mass exploitation: 7 days

Used as 0-day? No
Time from Bulletin to exploitation: 23 days
Time from PoC to mass exploitation: 1 days
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Attack Surface
Citrix Netscaler ADC

CitrixBleed 2 CitrixBleed

RCE without name (CVE-2023-3519)
Reference: c16
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Side by Side comparision
Intrusion Analysis

Deploy Webshells Take over existing SessionsFirst Steps

Malware, Crypto Mining
Dumping NSPPE Core Memory Move laterally into ADPost Exploitation

Citrix Appliance itself Active Sessions
AD Connected Maschines

Point of 
Investigation

Disk Analysis Checking Suspicious login patterns
Dump NSPPE Memory

Investigation

CVE-2019-19781/CVE-2023-3519
Remote Code Execution

CVE-2023-4966/CVE-2025-5777
Sensitive Memory Read

Reference: c17
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Side by Side comparision
Intrusion Analysis

Deploy Webshells Take over existing SessionsFirst Steps

Malware, Crypto Mining
Dumping NPEE Core Memory Move laterally into ADPost Exploitation

Citrix Appliance itself Active Sessions
AD Connected Maschines

Point of 
Investigation

Disk Analysis Checking Suspicious login patterns
Dump NPEE Memory

Investigation

CVE-2019-19781/CVE-2023-3519
Remote Code Execution

CVE-2023-4966/CVE-2025-5777
Sensitive Memory Read

Reference: c17



31

Investigating compromised appliances
Citrix Netscaler ADC

- "hardened" / customized FreeBSD Kernel
- You can't really run stuff on it
- Directly executing collection tools on the appliance is not feasible

- Syslog Forwarding often not enabled
- We can remotely mount the filesystem via sshfs

- Once that is done, we can use UAC to collect logs and artifacts
- For quick wins we can use scanners like THOR (with custom IoC)
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What happens if you don‘t patch in time?
Citrix Netscaler ADC
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Welcome the newest member of 
the family

CVE-2025-7775 aka. CitrixDeelb

3 Days 26.08.2025

RATs

Bitcoin Yellow

SOC Tears

Running unauthenticated Code

all about me
my name is...

my age my birthday

my favorite colormy pet

my favorite food 

i really like...

Reference: c18
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Welcome the newest member of 
the family

CVE-2025-7775 aka. CitrixDeelb

3 Days 26.08.2025

RATs

Bitcoin Yellow

SOC Tears

Running unauthenticated Code

all about me
my name is...

my age my birthday

my favorite colormy pet

my favorite food 

i really like...

Reference: c18
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Case 04

Fortinet FortiGate

Living on the Edge

Evicting threat actors from perimeter appliances

29.08.2025
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We are targeting CVE-2024-55591 and CVE-2025-24472

Targets the (often) internet exposed web-based management interface

Allows a Threat Actor to gain SSL-VPN Connections 

Scope / Attack surface
Fortinet FortiGate

Reference: d1
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Timeline
Fortinet FortiGate

04.12.2024

First Exploitationsd2

14.01.2024

Fortigate published 
advisory and 

patchd3

27.01.2025

PoC released by watchtowrd4

31.01.2025

Mass Exploitation 
observed by ForeScoutd5

~ 2 months

~ 13 days

16.11.2024

First Vuln-scans 
detected by ArticWolfd2
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Qilin Ransomware Intrusion
Fortinet Firewalls

Our analysis was based on the logs that were stored on the 
FortiGate appliance itself 
à the attackers encrypted the FortiAnalyzer, destroying older logs

SSL-VPN access was established via unused administrator accounts
A new VPN Tunnel and policy modifications were implemented to 
access critical internal systems

Pexels/Olia 
Danilevich

We were able to correlate SSL-VPN access times with attacker activity
à Simultaneous Hands-on-Keyboard activity of two attackers working 
together
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Qilin Ransomware Intrusion - Timeline
Fortinet Firewalls
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Bonus: Malware targeting these devices
Fortinet Firewalls

© 2025 SECUINFRA GmbH

https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/
mivd-aivd-advisory-coathanger-tlp-clear/TLP-
CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf

https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-
reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf

https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.nl/binaries/ncsc/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear/TLP-CLEAR+MIVD+AIVD+Advisory+COATHANGER.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/umbrella-stand/ncsc-mar-umbrella_stand.pdf
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Bonus: Third time is the charm?
Fortinet Firewalls
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• Don’t expose Management Interfaces, APIs etc. to the Interwebz

• Enable Syslog forwarding, retain logs for at least 14 days
• Consider deploying a proxy, web application firewall

• Install software updates immediately!!!1
• Assume breach: Installing updates after the fact doesn’t magically fix it

Solid recommendations by the Dutch NCSC: 

https://english.ncsc.nl/binaries/ncsc-
en/documenten/factsheets/2024/june/10/factsheet-managing-edge-
devices/NCSC+Factsheet+Managing+Edge+Devices.pdf

Measures to protect edge infrastructure
What now?

https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2024/june/10/factsheet-managing-edge-devices/NCSC+Factsheet+Managing+Edge+Devices.pdf
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For those playing along @ home
Useful links

Stay up-to-date:
Watchtowr Labs https://labs.watchtowr.com/
CISA KEV (Known Exploited Vulns) https://www.cisa.gov/known-exploited-
vulnerabilities-catalog

Tools:
UAC (UNIX Artifact Collector) https://github.com/tclahr/uac
THOR Lite https://www.nextron-systems.com/thor-lite/
Fox-IT Dissect https://github.com/fox-it/dissect

https://labs.watchtowr.com/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://github.com/tclahr/uac
https://www.nextron-systems.com/thor-lite/
https://www.nextron-systems.com/thor-lite/
https://www.nextron-systems.com/thor-lite/
https://www.nextron-systems.com/thor-lite/
https://www.nextron-systems.com/thor-lite/
https://github.com/fox-it/dissect
https://github.com/fox-it/dissect
https://github.com/fox-it/dissect
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c1 https://cloud.google.com/blog/topics/threat-intelligence/session-hijacking-citrix-cve-2023-4966/
c2 https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX579459
c3 https://github.com/assetnote/exploits/tree/main/citrix/CVE-2023-4966
c4 https://doublepulsar.com/mass-exploitation-of-citrixbleed-vulnerability-including-a-ransomware-group-1405cbb9de18
c5 https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX267679
c6 https://www.rapid7.com/blog/post/2020/01/17/active-exploitation-of-citrix-netscaler-cve-2019-19781-what-you-need-to-know/
c7 https://www.tenable.com/blog/cve-2019-19781-critical-vulnerability-in-citrix-adc-and-gateway-sees-active-exploitation-while
c8 https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
c9 https://doublepulsar.com/citrixbleed-2-exploitation-started-mid-june-how-to-spot-it-f3106392aa71
c10 https://github.com/orange0Mint/CitrixBleed-2-CVE-2025-5777/commits/main/
c11 https://www.techradar.com/pro/security/citrixbleed-2-exploits-are-now-in-the-wild-so-patch-now
c12 https://research.splunk.com/stories/citrix_netscaler_adc_cve-2023-3519/
c13 https://support.citrix.com/external/article/561482/citrix-adc-and-citrix-gateway-security-b.html
c14 https://github.com/d0rb/CVE-2023-3519/commits/main/
c15 https://www.greynoise.io/blog/will-the-real-citrix-cve-2023-3519-please-stand-up
c16 https://dashboard.shadowserver.org/statistics/combined/time-series/?date_range=365&source=http_vulnerable&source=http_vulnerable6&tag=cve-2023-3519%2B&tag=cve-2023-
4966%2B&tag=cve-2025-5777%2B&dataset=unique_ips&group_by=tag&stacking=stacked&auto_update=on
c17 https://cloud.google.com/blog/topics/threat-intelligence/session-hijacking-citrix-cve-2023-4966/
c18 https://dashboard.shadowserver.org/statistics/combined/tree/?date_range=1&source=exchange&source=exchange6&source=http_vulnerable&source=http_vulnerable6&tag=cve-
2025-7775%2B&data_set=count&scale=log&auto_update=on
d1 https://dashboard.shadowserver.org/statistics/combined/time-series/?date_range=180&source=http_vulnerable&source=http_vulnerable6&tag=cve-2024-
55591%2B&dataset=unique_ips&limit=100&group_by=tag&stacking=stacked&auto_update=on
d2 https://arcticwolf.com/resources/blog/console-chaos-targets-fortinet-fortigate-firewalls/
d3 https://www.fortiguard.com/psirt/FG-IR-24-535
d4 https://github.com/watchtowrlabs/fortios-auth-bypass-poc-CVE-2024-55591
d5 https://www.forescout.com/blog/new-ransomware-operator-exploits-fortinet-vulnerability-duo/
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