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E-Mail: Christian.Biehler@ksec.de
Twitter/X: @rssec
CISE‘fJ LinkedIn: bsec GmbH

About: me

AChristian Biehlec IT-Security Expert
A Master in IT Security
A Workingsince2012ashacker pentester consultant
A More than 400 projectsregardingthe topics
A Pentesting Vulnerability Management
A Networksecurity

A Building andnaintaininglSMS
A Windows, Linux, Web Security

A Trainer for Web Security, Windows Security, Microsoft 365 Securigsisted
securitytesting

A Author andspeakerfor different (Germanpapersandconferences

A Trainedandcertified
A 1SO 2700Leadimplementer ISO 2703 ¥ncident ManageriSO 2700Risk Manager
A Certified Information Systems Security Professional (CISSP)
A Certified Professional Penetration TesteCPP)
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Fundamentals
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Alislike yourfour-yearsold child

Treat itaccordingly
- Whenaskingif yourchildisableto put on hisshoesc R 2 ywehdlerif nothing happens
- WhenaskingAl if youcaneatthe mushroomX youall knowthat GPTmeme right?



EVOLUTION

m AUTOMATION

THE EVOLUTION OF Al USE: FROM CHAT TO AUTONOMOUS MULTI-AGENT SYSTEMS

An analogy to human evolution — with opportunities, risks and degree of automation

1. Basic Al Access
Al as Information Source

A

STAGE

Simple questions,
quick answers

You ask -
Al answers.

() anacocy

Like discovering fire.

0-10%
LN " O O

© Faster access to
information

© lIdeas & inspiration

© Easy to use

® Misinformation

® Incomplete or wrong
answers

® No context understanding

Conclusion:

2. First Steps
Al as Assistant

Supports individual tasks
& content creation

You ask -
Al helps.

Like first steps
of humankind.

10-30%
GBI 777

© Time savings
@ Better texts & results
©@ Productivity boost

® Lower quality
® Bias & hallucinations
® Missing depth

Al is an evolutionary tool — the clearer your goal, the greater the benefit.

3. Leveraging Al
Al as Co-pilot

Actively helps with creation,
analysis & synthesis

You work -
Al supports.

Like developing skills
and expanding abilities.

30-60%
. )

© Higher quality
@ Creativity & analysis

® Complex tasks can
be handled

® Overreliance
® Sensitive data issues

® Lack of transparency
& compliance

4. Collaboration
Al as Team Member

Takes over partial tasks
in processes, works
together with you

You work together —
on eye level.

Like teamwork
with other people.

60-80%
| S

© Scalability
@ Consistent support

© Less routine work

® Coordination errors
@® Loss of control

® Security gaps

@ Define clear goals @ Actively manage risks O

5. Delegation
Al as Manager

Plans, coordinates and
monitors tasks —
you set goals

You set goals -
Al implements.

Like a project manager
you can trust.

80-95%
=

© Efficient processes
@ Better decision suppo
© Focus on strategy

® Wrong objectives
® Lack of transparency
@® Liability & compliance

Build trust
D through control

6. Autonomy
Al as Multi-Agent System

Muiltiple Al agents work
autonomously in networks,
make decisions & act

Al agents operate autonomously
in a network.

Like a society that organizes
itself.

95-100%
OOEOOOEEACs

@ End-to-end automation
©@ 24/7 performance & scalability

©@ New business models

& innovations

® Unpredictable behavior

® Complex ethical & legal
questions

® Misuse & security risks

Continuously learn
6[ I] & adapt
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From Scripts to Swarms: The 4 Stages of Al
Al inpentesting Pentesting
4 N
N Scripts & Scanners
o » Fixed rules, no reasoning
[ Nmap ] [ Nuclei ][ Metasploit ]
/
4 A
Al Copilots
e LLM advises, human acts
J/
" N
47 Autonomous Agents
e LLM decides and executes
( hackingBuddyepT ) ( cal |
/
- .
P Muti-Agent Swarme—— Over 1 .OOQ IpenAl
o e Specialized agents collaborate VS . H Ugg N g:ace
( Pentaci | p-cipHER |
J/
[ Each stage adds reasoning capability — from zero (scripts) to distributed intelligence (swarms) Re a"}g re a-t
g article!
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With AlLA (alabout.. the model?

Think of it likeyourcar.
- 1000 Horse Powethouldbethe absoluteminimumfor drivingwith 9 km/hthrough Frankfurt City!
- Themostexpensivdrontier Almodelisthe minimumé 2 dadéRhenlookingfor arestaurantin the evening
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Al Security Institute (AlSI): Evaluation of Models

Al SECURITY About

INSTITUTE Research Grants Blog

Blog Cyber & Autonomous Systems

Our evaluation of Claude Mythos

Preview’s cyber capabilities

We conducted cyber evaluations of Anthropic’s Claude Mythos Preview and found continued improvement
in capture-the-flag (CTF) challenges and significant improvement on multi-step cyber-attack simulations.

Apr 13, 2026

https://www.aisi.gov.ukblog/ our-evaluatiorrof-claudemythos-previewscybercapabilities
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Al Security Institute (AlISI): Evaluation of Models

Average Success Rate
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Al Security Institute (AlISI): Evaluation of Models

Average Success Rate
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Al Security |

For thecostsof 500 to 2.500
USD¢ that would be hardfor a

human in goaid project
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Model pricing

The following table s

Claude Fable 5.1

Claude Mythos 5.1 (limit
vailability)

Claude Fable 5
Claude Mythos 5 (limitcd aval
Claude Opus 5
Claude Opus
Claude Opus 4.7

Claude Opus 4.6

Claude Opus 4.5

Claude Sonnet 5
Claude Sonnet 4.6

Claude Sonnet 4.5

Claude Haiku 4.5

Claude Haik

g for all Claude models:

Base input
tokens

$10 [ MTok

$10 / MTok
bility)  FSI0MTOR
$5 [ MTok
5/ M
$5 [ MTok
$5 [ MTok
$5/ MTok

$15 [ MTok

$2 [ MTok
$3 [/ MTok

$3 [ MTok

$1/ MTok

80 / MTok
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5m cache
writes

$12.50 [ MTok

$12.50 [ MTok

$12.50 [ MTok

$12.50 [ MTok

$6.25 [ MTok
25 [ MTok

$18.75 | MTok

5/ MTok

50 [ MTok
$3.75 | MTok
75 [ MTok

| MTok

| MTok

$1/ MTok

Cache hits
and
refreshes

1h cache
writes

[ MTok!

| MTok!

$1/ MTok
$20 [ MTok $1/ MTok
$10 / MTok $0.50/ A
$10 [ MTok
$10 / MTok

[ MTok

| MTok

| MTok

$4 [ MTok | MTok

$6 [ MTok 0 [ MTok

$6 [ MTok | MTok

$6 [ MTok

| MTok

$2 [ MTok $0.10 / MTok

$1.60 / MTok  $0.08 | MTok

Output
tokens

$50 / MTok

$50 | MTok

$50 | MTok
$50 / MTok
$25 [ MTok
$25 [ MTok

$25 [ MTok

$10 / MTok
$15 [ MTok
$15 [ MTok

$15 [ MTok

$5 [ MTok

$4 | MTok

https:// platform.claude.comdocgen/about-claudgpricing - 2026-09-09



.. whichmakesthose news
pretty interesting

ed and proke IN©
QUSINE 43 N RER o el esGap
AN Qpe“p‘\ te?‘ 1 gervers
real comP?
. e Al mo.de.ls ke.ep escaping th.el.r sandboxes,
o (== and Kimi K3 is the latest to join the party

One of China’s Most Powerful Al S
Models Has Also Escaped
containment Anather Al model has slipped its leash. This time it's Kimi K3, the

- ~and according to a , it broke
. —— | 6% Street nsice “—*kactartup Frontier
Security researchers say that Kimi K3, an

open-weight model from China, wandered off The
to the internet in an attempt to cheat on a tes Es‘:apes ,t
S Sandh

it was given.

ox
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So, do Atompaniedhaveweakersecurity
than classicaCTFchallenge8

L (ftB@dythat theyprovideAl forcyberdefense . ..
d yP Y X orisit just the numberof

agentsandtokensthat
matters?
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Pentestingwith Al!
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Pentestingwith Al

AThefield of Alpentestingis changingeveryday

AKali MCP wasne of thefirst tools allowingAl tousehackingtools
A Anyoneremembersor usesit anymore?
AHowever MCPs still somehowstate-of-the-art

nestagesof Al inpentestingare evolving
nepatternsareevolving
nerearetons of pentestingandbughuntingprojectson GitHub

Do To I

X



L] .
6 Architecture Patterns for Al Pentesting
Agents
Pentestin QA\FC hitectures Each pattern trades simplicity for capabilty
S N N
e Single-Agent Planner-Executor
One LLM orchestrates tools via Planner sets strategy, executors
ReAct loop. Simple but context- run tools. 4.3x improvement
limited. over single.
SIMPLEST 4.3X BETTER
/ J/
" N\ A
Specialized Roles p Dynamic Swarm
Dedicated recon, exploit, and Agents spawned on-demand
report agents run in parallel. based on findings. Scales to
T complexity.
DYNAMIC
J/ J/
a3 4
==| MCP-Based & Claude Code Native
= Security tools as MCP servers. Markdown skill files, zero
Model-agnostic and middleware. Locked to Claude
composable. ecosystem.
FASTEST GROWING NEWEST
J/ /

bi-sec | BSides Frankfurt 2028 https:// appsecsanta.cofmesearctai-pentestingagents2026



HexStrikeAl ¢ a !-poweredpenetrationtestinga

README MIT license

README MIT license

Security Tools Arsenal

. 150+ Professional Security Tools:

» & Network Reconnaissance & Scanning (25+ Tools)

HexStrike Al MCP Agents v6.0

» (i Web Application Security Testing (40+ Tools)

Al-Powered MCP Cybersecurity Automation Platform » & Authentication & Password Security (12+ Tools)

Oyt |11k » & Binary Analysis & Reverse Engineering (25+ Tools)

Advanced Al-powered penetration testing MCP framework with 150+ security tools and 12+ autonomous Al > - Cloud & Container Security (20+ Tools)

agents

» ‘Y CTF & Forensics Tools (20+ Tools)

https:// github.comOx4m4/hexstrikeai/
» & Bug Bounty & OSINT Arsenal (20+ Tools)

bi-sec | BSides Frankfurt 2020



HexStrikeAl ¢ a !-poweredpenetrationtestinga

def _initialize_attack_patterns(self) -> Dict[str, List[Dict[str, Any]]l]:
"""Initialize common attack patterns for different scenarios"""
return {
"web_reconnaissance": [

1,

1,

{"tool":
{"tool":
{"tool":
{"tool":
{"tool":
{"tool":
{"tool":
{"tool":

"api_testing":

{"tool":
{"tool":
{"tool":
{"tool":
{"tool":
{"tool":

"web_reconnaissance": [

“nmap", "priority": 1, "params": {"scan_type": "-sV -sC", "ports": "80,443,8080,8443"}},
"httpx", "priority": 2, "params": {"probe": True, "tech_detect": True}},

"katana", "priority": 3, "params": {"depth": 3, "js_crawl": True}},

"gau", "priority": 4, "params": {"include_subs": True}},

"waybackurls", "priority": 5, "params": {"get_versions": Falsel}},

“nuclei", “priority": 6, "params": {"severity": "critical,high", "tags": "tech"}},
"dirsearch", "priority": 7, "params": {"extensions": "php,html,js,txt", "threads": 30}},
"gobuster", "priority": 8, "params": {"mode": "dir", "extensions": "php,html,js,txt"}}

[

"httpx", "priority": 1, "params": {"probe": True, "tech_detect": True}},

"arjun", "priority": 2, "params": {"method": "GET,POST", "stable": True}},

"x8", "priority": 3, "params": {"method": "GET", "wordlist": "/usr/share/wordlists/x8/params.txt"}},
"paramspider", "priority": 4, "params": {"level": 2}},

“nuclei”, "priority": 5, "params": {"tags": "api,graphqgl, jwt", "severity": "high,critical"}},
"ffuf", "priority": 6, "params": {"mode": "parameter", "method": "POST"}}

bi-sec | BSides Frankfurt 2020




Zen Al AutonomousPentesting

,” Phase 6: Al Personas | 862+ Commits | 72+ Tools

Professional Al-powered penetration testina framewark with antanomaiis

agents, 72+ integrated security tools,

professionals, bug bounty |

® 11 Al Personas %\, 72+ Tools ® Docker Ready

+ View on GitHub

https://shaddOwtaka.github.io/ZerAi-Pentest

m'l Repository Statistics

B Total Commits: 2145 ¥ Stars:

99 Contributors: 16 1| Forks:

P Total Files: 3971

™ Issues:
@ Repository Age: 61 days ' Branch:
Last Commit: 2026-03-31
== Total Lines: 81149 < Python:

4 JS/TS Lines: 55075

bi-sec | BSides Frankfurt 202®

s# Development Metrics

\ Integrated Tools: 21 ¥ Tests: 1145

# Agents: 58 8 Workflows: 103

Recent Activity (7 days)

New Commits: 169 Status: & Hyper Active

@ Security Metrics

Security Commits: CVE Fixes: 120




Zen Al AutonomousPentesting

@®_ Network

Nmap - Port scanning
Masscan - Fast scanning
Scapy - Packet crafting

Tshark - Traffic analysis

¥ OSINT

Sherlock - Username search
Scout - Recon framework

Ignorant - Email checker

@ web

Nuclei - Vulnerability scanning
SQLMap - SQL injection
NIKEOS \Web scanner

OWASP ZAP - Proxy/testing

BurpSuite - Web testing

FFuF - Web fuzzing

Gobuster - Directory brute

&Y Secrets

TruffleHog - Secret scanning
Trivy - Vulnerability scanner

Semgrep - Static analysis

https://shaddOwtaka.github.io/ZerAi-Pentest

W Reconnaissance

Subfinder - Subdomain enum
Amass - Asset discovery
HTTPX - Fast HTTP prober
WhatWeb - Tech detection

WAFWOOF - WAF detection

bi-sec | BSides Frankfurt 202®

@ Active Directory

BloodHound - AD mapping
CrackMapExec - AD pentest

Responder - LLMNR/NBT-NS




PentestAl

[J README 338 MIT license 28 Security

|
AI-Powered Offensive Security
Research Assistant

pentest-ai

Autonomous pentests from one command. Real tools, working PoCs, audit-ready reports.

pypi v0.17.2 python 3.10+ CI passing license MIT stars 785 @ discord join

A Offensive tooling, authorized testing only. By installing you accept the and . Full text in

Point ptai at a target. It runs recon, logs in, and ties findings into multi-step attack paths. Every fin
working PoC. The report writes itself.

Runs on your laptop. No cloud, no telemetry.

https:// github.comOxStephfpentestai

bi-sec | BSides Frankfurt 2020

About

Offensive-security MCP server with
205 wrapped tools, 17 specialist
agents, and 60 SPA-aware probes for
OWASP Top 10. CLI + MCP, BYO LLM.
No API key needed on MCP path.




PentestAl

Benchmarks

ptai's design is purpose-built for SPA pentesting with curated probe coverage. On OWASP Juice Shop, the
published showed:

Tool Findings Critical+High = OWASP Top 10 buckets FP rate
ptai 0.13.0 88 46 5 0%
ZAP 2.17.0 0 1 47%
Nuclei 3.8.0 1 0 1 0%

HexStrike v6.0 1 0] 1

n=1 single-rater, single-shot. Methodology + raw artifacts in  Benchmarks /rest 2/juice-shop/ . The
honest read: ptai is better at SPA web pentests with curated probe coverage. HexStrike is broader (cloud, binary,
CTF) and likely beats ptai on traditional crawlable surfaces like WordPress. v5 will widen the comparison.

https:// github.conlOxStephpentestai
bi-sec | BSides Frankfurt 2020



PHANTOM, Al-PoweredPentestingCommand Center

0 README A Contributing 32 MIT license

¥ PHANTOM

Al-Powered Pentesting Command Center

PLATFORM m PRS WELCOME

An autonomous Al assistant for penetration testing, security research, and general-purpose tasks.
Real-time tool execution - Unlimited autonomous operations = Self=improving Al = Beautiful dark Ul

Ocl passing' (8 NODE.JS 18+ LICENSE MIT

Status Active Security Offensive AI Autonomous

® Why PHANTOM?

* Zero-Config Tool Execution: Tools automatically install system dependencies and parse outputs cleanly,
so the Al never gets stuck missing a library.

¢ Unbounded Agent Loops: Unlike standard chat Uls, PHANTOM allows the LLM to call tools recursively
until the goal is achieved without needing constant human prompting.

» Persistent Context: The integrated SQLite memory store gives your agent long-term recall across
sessions, preventing repetitive scanning or reconnaissance.

bi-sec | BSides Fr.
https://github.comOmYarewaPHANTOM

Feature
 Any LLM Backend

4 Real-Time
Streaming

& Unlimited
Operations

2 Self-Improving
A Secure Sudo

™ Workspace
System

& MCP Integration
& Skills System
@ Web Research

Scrapling
Integration

mm Persistent
Memory

® Emergency Stop

@ Preiiitind Dark Ul

Description

OpenAl, OpenRouter, Ollama, LM Studio, DeepSeek, Claude — any OpenAl-
compatible API

Live tool execution output, typing animations, and Al thinking display

No tool call limits — PHANTOM runs autonomously until the task is done

Creates its own tools, saves execution traces, learns from past runs

One-time sudo password with system validation — persisted securely

Configurable workspace directory for scripts, reports, and file operations

Model Context Protocol server management for extended capabilities
Import, manage, and create reusable skill packages (.zip import supported)

Built-in web search and webpage scraping for real-time information

Anti-bot bypass, Cloudflare solving, JS rendering via

Remembers targets, credentials, findings across sessions

Instant abort button to halt any running operation

Glassmorphism, matrix background, smooth animations




More Cybersecurityskills

° D

11000100 0

'ANTHROPIC ~ -
| CYBERSECURITY.
f SKILLS ANV

00110101¢

by mukul975 / GitHub Repository
8

https://github.com/mukul975/Anthropic-Cybersecurity-Skills

Anthropic Cybersecurity Skills

The largest open-source cybersecurity skills library for Al agents

m License Apache 2.0 skills 754 frameworks ﬂ domains [l platforms 26+ _

_-mmit june | standard agentskills.io PRs welcome Playground Casky.ai Hermes Agent compatible

754 production-grade cybersecurity skills - 26 security domains - 5 framework mappings - 26+ Al platforms

https:// github.comimukul975/AnthropicCybersecurityskills
bi-sec | BSided-rankfurt 202609



analyzing-security-logs-with-splunk / sc agent.py

Code  Blame Whatyou think how many

More Cybe Ise detectionsthere are?

detect_brute_force(service, threshold=10, earliest="-24h"):

"iipetect brute force attacks via failed logon events (EventCode 4625)."""

query = (
"index=windows sourcetype="WinEventLog:Security" EventCode=4625 '
f"| stats count as failed_attempts, dc(src_ip) as unique_sources, "
f'"values(src_ip) as source_ips by TargetUserName "
f"| where failed_attempts > {threshold} "
f"| sort —failed_attempts"

)

R T e P R 2026-:06-13: Exactly4 (four)
detect_brute force
detect_lateral_movement(service, earliest="-24h"): detect_lateral movement
;;;Sjtict lateral movement via Type 3 network logons to multiple hosts.""" detect_suspICIous_powerShe”
'index=windows sourcetype="WinEventLog:Security" EventCode=4624 ' deteCt_IsaSS_aCCGSS

"Logon_Type=3 "
"| stats dc(ComputerName) as unique_targets, values(ComputerName) as targets "
"by TargetUserName, src_ip "
"| where unique_targets > 3 "
"| sort -unique_targets"
)

return run_search(service, query, earliest=earliest)

detect_suspicious_powershell(service, earliest="-24h"):
"unDetect encoded or download-cradle PowerShell execution via Sysmon."""
query = (
'index=sysmon EventCode=1 Image="*\\\\powershell.exe" '
' (CommandLine="%x-enc*" OR CommandLine="x-encodedcommandx" '
"OR CommandLine="xdownloadstringx" OR CommandLine="xiexx") '
"| table _time, host, User, ParentImage, CommandLine "
"| sort _time"
)

return run_search(service, query, earliest=earliest)

https:// github.comimukul975/AnthropicCyberse curitySkillsblob/ mairy skillg analy zingsecuritylogswith-splunk scriptd agent.py



We could continuethis list foreven
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