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Pentesting in the age of AI 
Where are we?
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„Hey AI, can you hack this …“



• Christian Biehler – IT-Security Expert
• Master in IT Security
• Working since 2012 as hacker, pentester, consultant
• More than 400 projects regarding the topics

• Pentesting / Vulnerability Management
• Network security
• Building and maintaining ISMS
• Windows-, Linux-, Web Security 

• Trainer for Web Security, Windows Security, Microsoft 365 Security, AI assisted 
security testing

• Author and speaker for different (German) papers and conferences 
• Trained and certified 

• ISO 27001 Lead Implementer, ISO 27035 Incident Manager, ISO 27005 Risk Manager 
• Certified Information Systems Security Professional (CISSP)
• Certified Professional Penetration Tester (eCPPT) 
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About: me

E-Mail: Christian.Biehler@bi-sec.de
Twitter/X: @cssec
LinkedIn: bi-sec GmbH



Today we talk about: AI

Introduction

Fundamentals Overview

AI doing security 
assessments

SAST DAST
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Agenda



Fundamentals
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AI is like your four-years-old child!

Treat it accordingly: 

- When asking if your child is able to put on his shoes – don‘t wonder if nothing happens

- When asking AI if you can eat the mushroom … you all know that GPT meme, right?
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AI in pentesting 

https://appsecsanta.com/research/ai-pentesting-agents-2026

Really great 
article!

Over 1.000 in openAI 
vs. Hugging Face



With AI, it‘s all about .. the model? 
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Think of it like your car: 

- 1000 Horse Power should be the absolute minimum for driving with 9 km/h through Frankfurt City!

- The most expensive frontier AI model is the minimum you‘d use when looking for a restaurant in the evening.



AI Security Institute (AISI): Evaluation of Models

https://www.aisi.gov.uk/blog/our-evaluation-of-claude-mythos-previews-cyber-capabilities
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AI Security Institute (AISI): Evaluation of Models

All models are getting 
„better“ over time….

bi-sec | BSides Frankfurt 2026-09



AI Security Institute (AISI): Evaluation of Models

But none of the models can 
solve even all CTF 

challenges…
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AI Security Institute (AISI): Evaluation of Models

But none of the models can 
solve even all CTF 

challenges…
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https://platform.claude.com/docs/en/about-claude/pricing - 2026-09-09

For the costs of 500 to 2.500 
USD – that would be hard for a 

human in a paid project!
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Oh no, we‘re doomed!

.. which makes those news 
pretty interesting. 



So, do AI companies have weaker security 
than classical CTF challenges?
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… or is it just the number of 
agents and tokens that 

matters?

It‘s funny that they provide AI for cyber defense.



Pentesting with AI! 
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It‘s like … 

*chatGPT



• The field of AI pentesting is changing every day 

• Kali MCP was one of the first tools allowing AI to use hacking tools
• Anyone remembers or uses it anymore?

• However, MCP is still somehow state-of-the-art

• The stages of AI in pentesting are evolving 

• The patterns are evolving 

• There are tons of pentesting and bug hunting projects on GitHub

• … 
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Pentesting with AI 
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Pentesting Architectures

https://appsecsanta.com/research/ai-pentesting-agents-2026



bi-sec | BSides Frankfurt 2026-09

HexStrike AI – „AI-powered penetration testing“

https://github.com/0x4m4/hexstrike-ai/
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HexStrike AI – „AI-powered penetration testing“



Zen AI – Autonomous Pentesting 

https://shadd0wtaka.github.io/Zen-Ai-Pentest/
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Zen AI – Autonomous Pentesting 

https://shadd0wtaka.github.io/Zen-Ai-Pentest/
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Pentest-AI 

https://github.com/0xSteph/pentest-ai
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Pentest-AI 

https://github.com/0xSteph/pentest-ai
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PHANTOM – AI-Powered Pentesting Command Center

https://github.com/OmYarewar/PHANTOM
bi-sec | BSides Frankfurt 2026-09



More Cybersecurity Skills 

https://github.com/mukul975/Anthropic-Cybersecurity-Skills
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More Cybersecurity Skills 

https://github.com/mukul975/Anthropic-Cybersecurity-Skills/blob/main/skills/analyzing-security-logs-with-splunk/scripts/agent.py

What you think how many 
detections there are?
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2026-06-13: Exactly 4 (four) 
- detect_brute_force
- detect_lateral_movement
- detect_suspicious_powershell
- detect_lsass_access
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We could continue this list forever!  

*chatGPT



Hm.. 
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• So, what have we seen so far
• It seems that AI is not hacking the planet if we ask “can you hack the planet?“

• Pentesting with AI currently mostly means that someone is putting tons of 
old, well-known but limited tools into one bundle and calls it skill/agent and 
throws the results into an AI instead of a human brain

.. So, is it all good or is it all bad? 
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Benchmarks for AI Pentesting 

https://appsecsanta.com/research/ai-pentesting-agents-2026

There already exist different 
benchmarks with different focal 
points to compare the different 

AI pentesting approaches
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Benchmarks for AI Pentesting 

https://appsecsanta.com/research/ai-pentesting-agents-2026

The benchmarks compare 
different models and 

approaches for different 
scenarios
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Can AI do novel security research?

https://portswigger.net/research/can-ai-do-novel-security-research



Lots of material to read

https://github.com/tmylla/Awesome-LLM4Cybersecurity bi-sec | BSides Frankfurt 2026-09



Lots of material to read „Hot“: LLM Assisted Attack

https://github.com/tmylla/Awesome-LLM4Cybersecurity bi-sec | BSides Frankfurt 2026-09
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Lots of material to read - „Hot“: LLM Assisted Attack

https://github.com/tmylla/Awesome-LLM4Cybersecurity



AI doing SAST 
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AI as tool 
result 

reviewer

AI as code 
auditor
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SAST – Different methods
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Source-Code Review
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SAST – Semgrep verification
AI knows your code and 

understands context
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SAST – AI as code auditor AI does not only rely on 
static rules and regex
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SAST – AI as code auditor AI does not only rely on 
static rules and regex
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Audit and fix! 



AI doing DAST 
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AI as (native) 
pentester

AI as tool 
coordinator
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DAST – Different methods
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AI as (native) pentester (vulnerability researcher)
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AI as (native) pentester (vulnerability researcher)
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AI as tool author / coordinator
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AI as tool author / coordinator



And .. What happens against MS AD?
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AI Pentesting vs Windows Domain
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AI Pentesting vs Windows Domain

Great recon? 

What do you expect to happen 
on the „Blue Team“ side?
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AI Pentesting vs Windows Domain
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AI Pentesting vs Windows Domain



So, finally… what is the message?
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You are all (junior) pentesters now, without all the hassle! Enjoy!



• Everyone can do AI assisted pentesting now 

• Shit-in-shit-out is more relevant than ever 

• AI is speeding up and scaling up everything 

• Stop blindly copying bullshit from some random Git repos 

• AI is here to stay and already used as a weapon – prepare yourself 

• AI can also help to protect!

➢ Start using AI for security testing and defending today!
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The message(s) – take-away



Any questions? Any feedback?

https://i.imgflip.com/4ackbo.jpg
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Stay in contact! 

Twitter: @cssec

LinkedIn: bi-sec GmbH

Blog: www.bi-sec.de



UNSER KONTAKT

christian.biehler@bi-sec.de

+49 7134 53 439 62

www.bi-sec.de

bi-sec GmbH I Am Autobahnkreuz 2A, 74248 Ellhofen I  Geschäftsführung: Christian Biehler 
Amtsgericht Stuttgart | Handelsregister: HRB771205 I Steuer-Nr.: 65201/61219 I USt-ID: DE326708757
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