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Pentesting in the age of AI 
Where are we?
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αIŜȅ !LΣ can you hack this Χά



ÅChristian Biehler ς IT-Security Expert
ÅMaster in IT Security
ÅWorking since 2012 as hacker, pentester, consultant
ÅMore than 400 projects regarding the topics
ÅPentesting / Vulnerability Management
ÅNetwork security
ÅBuilding and maintaining ISMS
ÅWindows-, Linux-, Web Security 

ÅTrainer for Web Security, Windows Security, Microsoft 365 Security, AI assisted 
security testing
ÅAuthor and speaker for different (German) papers and conferences 
ÅTrained and certified 
ÅISO 27001 Lead Implementer, ISO 27035 Incident Manager, ISO 27005 Risk Manager 
ÅCertified Information Systems Security Professional (CISSP)
ÅCertified Professional Penetration Tester (eCPPT) 
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About: me

E-Mail: Christian.Biehler@bi-sec.de
Twitter/X: @cssec
LinkedIn: bi-sec GmbH



Today we talk about: AI

Introduction

Fundamentals Overview

AI doing security 
assessments

SAST DAST
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Agenda



Fundamentals
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AI is like your four-years-old child!

Treat it accordingly: 

- When asking if your child is able to put on his shoes ς ŘƻƴΨǘ wonder if nothing happens

- When asking AI if you can eat the mushroom Χ you all know that GPT meme, right?
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AI in pentesting 

https:// appsecsanta.com/research/ai-pentesting-agents-2026

Really great 
article!

Over 1.000 in openAI 
vs. Hugging Face



With AI, ƛǘΨǎ all about .. the model? 
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Think of it like your car: 

- 1000 Horse Power should be the absolute minimum for driving with 9 km/h through Frankfurt City!

- The most expensive frontier AI model is the minimum ȅƻǳΨŘ use when looking for a restaurant in the evening.



AI Security Institute (AISI): Evaluation of Models

https:// www.aisi.gov.uk/blog/our-evaluation-of-claude-mythos-previews-cyber-capabilities
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AI Security Institute (AISI): Evaluation of Models

All models are getting 
αbetterά over ǘƛƳŜΧΦ
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AI Security Institute (AISI): Evaluation of Models

But none of the models can 
solve even all CTF 

challengesΧ
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AI Security Institute (AISI): Evaluation of Models

But none of the models can 
solve even all CTF 

challengesΧ
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https:// platform.claude.com/docs/en/about-claude/pricing - 2026-09-09

For the costs of 500 to 2.500 
USD ς that would be hard for a 

human in a paid project!
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Oh no, ǿŜΨǊŜ doomed!

.. which makes those news 
pretty interesting. 



So, do AI companies have weaker security 
than classical CTF challenges?
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Χ or is it just the number of 
agents and tokens that 

matters?

LǘΨǎ funny that they provide AI for cyber defense.



Pentesting with AI! 
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LǘΨǎ ƭƛƪŜ Χ 

*chatGPT



ÅThe field of AI pentesting is changing every day 

ÅKali MCP was one of the first tools allowing AI to use hacking tools
ÅAnyone remembers or uses it anymore?

ÅHowever, MCP is still somehow state-of-the-art

ÅThe stages of AI in pentesting are evolving 

ÅThe patterns are evolving 

ÅThere are tons of pentesting and bug hunting projects on GitHub

ÅΧ 
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Pentesting with AI 
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Pentesting Architectures

https:// appsecsanta.com/research/ai-pentesting-agents-2026
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HexStrike AI ς α!L-powered penetration testingά

https://github.com/0x4m4/hexstrike-ai/
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HexStrike AI ς α!L-powered penetration testingά



Zen AI ς Autonomous Pentesting 

https://shadd0wtaka.github.io/Zen-Ai-Pentest/
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Zen AI ς Autonomous Pentesting 

https://shadd0wtaka.github.io/Zen-Ai-Pentest/
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Pentest-AI 

https://github.com/0xSteph/pentest-ai
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Pentest-AI 

https://github.com/0xSteph/pentest-ai
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PHANTOM ς AI-Powered Pentesting Command Center

https://github.com/OmYarewar/PHANTOM
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More Cybersecurity Skills 

https://github.com/mukul975/Anthropic-Cybersecurity-Skills
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More Cybersecurity Skills 

https://github.com/mukul975/Anthropic-Cybersecurity-Skills/blob/main/skills/analyzing-security-logs-with-splunk/scripts/agent.py

What you think how many 
detections there are?
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2026-06-13: Exactly 4 (four) 
- detect_brute_force
- detect_lateral_movement
- detect_suspicious_powershell
- detect_lsass_access
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We could continue this list forever!  
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